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Configuring a PCD Ethernet port with PG5

1 Setup
1.1 Important information n
° Apart from on the PCD2.M480, only one Ethernet module can be used

per Saia PCD® system

° Only one S-Bus PGU port is permitted per system. If the Ethernet module is
configured as an S-Bus PGU, no other port can be used as an S-Bus PGU port

° The Ethernet module can also be configured for the S-Bus reduced protocol (see the
guidelines which follow). In this case, any other port may be used as an S-Bus PGU.

° An Ethernet station requires an allocation table with the IP address and the
IP node for all stations on the network. This allocation table is generated
automatically by the hardware configurator and loaded as a DBX into the Saia
PCD®. The hardware configuration of all PCD systems on the Ethernet must
therefore be defined within the same project in the Project Manager.

° If several people are programming different Saia PCD® stations in the same
project, it is recommended that the entire network configuration first be defined
on a single programmer PC. This configuration should then be copied onto the
other programmer PCs or imported from the programmer PCs.

° Gateway communication is only possible in the Ethernet to S-Bus subnet
direction,not in the opposite direction. Only one S-Bus subnet is permitted per
gateway.

1.2 Configuring a Saia PCD® Ethernet port with Saia PG5°

You can find more information in the Saia PG5® help file.

1.2.1 Creating a new project containing all the CPUs on the Ethernet

© SBC Project Manager - Ethemnet [Ethernet_5]

File Edit View CPU DOrlne Tools Help

D #Es s EER EE e

Project x|

%
&
Q
@
%
&

@] Project Ethemet': 5 CPU(s)
(-] Common Files
=55 Ethemet_1-PCD1

[+ Settings

#]-(_1 Program Files
&[] Listing Files
@[] Settings
[#-(Z Program Files
#)-(] Listing Files
#- (1] Settings
[#-(Z Program Files
#)-( Listing Files
=55 Ethemet_4 - PCD1
#- (1] Settings
[#-(Z Program Files
#)-( Listing Files
= {3 Ethemet_5 - PCD1
#-(_] Settings
#-[_] Program Files
&[] Listing Files

] [CPU "Station 1 - PLDT' Activate
4! [CPU ‘Ethernet_3 - PCD1" Acti

§ |

d
& ivated
= |CPU ‘Ethemet 4 - PCD1 Activated
, [CPU ‘Ethemet 5 - PCD1' Activated
= -

Ready [l [BUILD REQUIRED |OFFLINE

Hardware settings must be specified for all Saia PCD® stations.
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Configuring a PCD Ethernet port with PG5

1.2.2 Configuring the hardware settings

The following windows are required for configuring the Ethernet:
° SBC S-Bus settings n

2. Definition of
the station
number

1.5-Bus Support
must be selected

uare Settings [Client]

Maderm | Frofi5-Bus | TCRAP | Gateway

gCco I Memoryl Password  S-Bus

v S5-Bus Support
’7 S-Busz Station Number: ISB 5.PRJ.Client. SbusStation

Sawve bz | Open... Upload... Download... | QK. I Cancel Help

° Gateway settings
The definition is necessary only for a gateway station.
The settings are the same as those for standard S-Bus communication.

° Settings for the Ethernet TCP/IP module

Must be selected

Hardware Settings [Client]

PCD I Memoryl F'asswordl S-Busl Serial I Modeml Prafi-5-Bus  TCRAP | Gatewayl

™ v TCPAP: Slat B2, Channel &
IF Hade: |36 [5.PRJ.Client|Fiode
IP Address: |192 .|188 .|12 .|ss DHCR [~ PG Fort:
Subnet Mask: |255 _|255 _|255 _|u Slave:
Drefault Router: |192 .|188 .|12 .|221| Network Groups... |

Save fg.. Open... Upload... Download... I Ok I Cancel Help
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Configuring a PCD Ethernet port with PG5

Enter the values for IP node, IP address , subnet mask and default router.

Where there is only one subnet, it is not strictly necessary to enter the default router

details. n
Channel and slot settings depend on where the Ethernet module has been installed.

For simple applications, it is not necessary to modify the Network Groups setting.

You can also find detailed information in the Saia PG5® help file.

1.2.3 Downloading the configuration

Initially, the configuration must be downloaded via the PGU port, using the PGU

channel.

Online Settings [E-Mail] x|
r— Chaninel
QK

Name: [T ~ |  Setup.. | [
Canhcel |

COM1. FGU

— Connection
CPU Number: [0 ﬂl

After selecting the PGU channel, the configuration settings can be downloaded from
the Hardware Settings menu.
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Online connection via Ethernet

1.3 Online connection via Ethernet

1.3.1 Selecting Online Settings

€ Open Data Mode TCP [Client] - SBC Project Manager SP1.4.110 n
File Edit Wiew Project CPU  Online Tools Help
o = EE

Project

x|

Project 'Open Data Made TCP' ;3 CPUIs)
..... &8 TCP{IP Settings Table
[]---D Comman Files
£-{# Client - PCD2.M170 - IPNode 96, Station 96

1. Choose an
Ethernet

_ TCP/IP channel
E|[:| Setkings
-lggg online Online Settings [Client] x|
— Channel
T ———— ||l
Mame: 7 Setup...
#] Client.src Cancel |
] Client_Bornbard,src S-Bus Socket, TopPart 5050

3.Click OK

Diocumentation Files i~ Connection

liert-Server - PCDZ2.M170 - T CPU Mumber: ID ﬁl

erver - PCDZ - IPNode 141, ¢ _
S-Bus Station: ISB [~ Auto

IP Address: [152.168.12.96 2. Verify the channel
Murnber of retry: |3

type (S-bus socket,
IP address, and port
number

The values for CPU number, S-Bus station and IP address are set automatically in

accordance with the hardware settings for the selected station; however, they can be
adjusted if required.

1.3.2 Establishing an online connection via Ethernet

The connection to the Saia PCD®s can be established using one of the following
online tools.

Online connection using the debugger:

= [Client] - SBC Online Debug
Filz Online Tools Options Help

Stn: 142 CPU: 8 Type: PCDZ2.H17x 817 Status:
|Flag 8 Count 8 Refresh

HALT aaaaae

| 81234567

|8868: @18868111

|Flag 18 Count 8 Refresh
| 81234567

|8e18: oOoeB6860A

|b¥te DOAO18 Refresh

82 83 84 65 86 67 08 B9 BA OB GC 6D BE @F 81234567 89ABCDEF
PCD7F By ijij

Displays the connection-

, parameter of an Ethernet
COMMUNICATIONS: S-BUS, TCP/IP: 172.16.1.142, Station 142
DEFAULT BATGH FILE "SBUG32.DEA" LOADED TCP/IP connection
OH LINE
HALTED: @ N0 PROGRAH 18/08/06 9:25:88
>

Display Write Batch Clear vEstart Locate Print File Help cOnnect

broAdcast Instruction Quit
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Online connection via Ethernet

Online connection using the online configurator:

i1
File ©nline Tools Options  Help n
- Orline Settings :
S-Bus Stn 142, Socket [17216.1.142] ~ Ol |
~ Infarmation .
Indicates an Ethernet
PCD Type: PCD2 174 Yergion: 017 connection
Program:  <nones
Date: 18/8/2006 Day: 5§ Information.... |
Tirne: 3.50:08 Wwieek: 33 :
Hiztamy... |
Statuz: Halt at 0, 18/08/06 3:25:03
MO PROGRAR Clack. |
Help Fium | Stop | Restart | E xit |

The settings for Ethernet TCP/IP in the Saia PCD® can also be checked or modified
using the following menu commands:

M [CLient] - SBC Online =10] x|

File ©nline Tools Cptions  Help

- Online Settings

5-Brus Stn 142, Sacket [172.16.1.142) o Ui
Online Settings... |
~ Infarmatian

PCD Type: PCD2.M172 Wersion: 017 —
Frogram: <n0n8/ \
Date: 1544 Mz 5 Infarmation. ... I

Tz W Hardware Settings ll
Statuz: :E FCD | Memmy' Password' S-Busl Sernial | Modeml Profi-5-Bus  TCPAP | Gateway'
— ¥ TCPAR : Slat B2, Channel 8
T | IP Mode: [z
IP Address: |1?2 .|1E .I‘I 142 DHCP [ PG Rart: ¥
SubnetMask: [255 [255 [0 Jo Slave:
Default Fouter: IEI .ID .ID .IEI Metwork Groups... |
Save fs.. | Open... | ’TI Cancel | Help |

If the online connection does not work properly despite the Saia PCD®'s being config-
ured correctly, see Chapter 5: Diagnostics and Troubleshooting.
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Creating a user program in Fupla

1.4 Creating a user program in Fupla

In order to program a communication event via Ethernet, an up-to-date communica-
tion library is required.
Ethernet TCP/IP is supported beginning with version $2.2.003.

Check that the new library has been installed correctly.

An additional parameter must be defined for all Send/Receive Saia PG5® FBoxes (for

example, Send/Receive Binary): the IP Node Number.

¥ SBC Fupla Editor [Client] - [Toto]

File Edit “iew Project Onlne Mode Bl

(DS E&| % =[x =

New Fbox for

FBuox Selector

ozl

allocating
an S-bus master IP
(Ethernet) port

i

[l Buffers

[SE Cormrunication
- GA5| 5-Bus Master

- 5A51 5-Bus Slave
SAS| 5-Bus Master [P

New Fbox for allocating an
S-bus slave IP (Ethernet)
port. This is necessary

only if diagnostic elements
are needed

Indicates whether
communication

with an IP (Ethernet) partner
station is open or closed.

5545 5-Bus Slave P
- SASI-RID

- 545! D-Mode

- 545! 5-Bug Extended
- 5A5] Diagnostic

- G-Bug Station

- 5-Bug Station IP

// - Tranzmit Binary

- Trangmit [nteger

- Tranzmit Float

- Tranzmit Data-Block

- Tranzmit Command

- Receive Binary
Receive Integer

- Receive Float
Receive Data-Block

- Receive Binary Multiple
Receive Integer Multiple

- Tranzmit Binary Quick.

- Tranzmit Integer Quick

- Trarsmit Float Guick

- Receive Binary Quick.

- Receive Integer Quick

- Aeceive Float Quick

- Broadcast Clock

[l Communication Text

2., e tar

Standard

=

=

Application | User [ Ladder |

Ethernet TCP/IP communication events are programmed in the same way as a stand-

ard S-Bus communication event.
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Creating a user program in Fupla

Programming example in Fupla:

Station A

Blinker 0.5s Station B

~ ¥ TCRAP: Slot B2, Channel 8 —————— ~ ¥ TCPAP: Slot B2, Channel 8
IF Mode: f24  |5.PRJ.Client|PNade IP Node: [15  [5.PRJ.ClientIPNode
P &ddress: ~ [192 . J168 .J12 |10 IPaddess: (192 168 f12 .[15
SubnetMask [255 255 [255 [0 SubnetMask: [255 [255 [265 [o
Diefault Baouter: ||:| .||:| _|I:| ,ll:l Default Router: II] _|D _|D .|EI
Task:

A flashing signal is generated at Station A. The flashing signal is copied via Ethernet
TCP/IP to Station B on outputs 4-7. These outputs are read back and copied to out-
puts 4-7 of Station A.
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User program in Fupla:

% SBC Fupla Editor [IP24] - [FupDemo.fup] e
File Edit ‘“iew Propct Orlne Mode Block Page Symbols Help
DS HE& 40|y EX 0BG e SEEO [Go®@=sa s | S a]
FBaox Selectar =l | = -
= Channel -
(= Kommurik.ation ;I = |S-Bus Master IP ) -
- 545] 5-Bus Master ) Err -
-~ 5451 5-Bus Slave = -
5451 5-Bus Master IP = -
- 545] 5-Buz Slave [P o -
. EASIRID N rat:Channel o
- 545 Modus D n - SAS-Diag @ .
- 5451 5-Bus enweitert 5 o =
- 5A5]-Diagnose = -
S-Bus Station [ -
- S-Bus Station IP -l
- Senden Bindr -l
- Senden Ganzzahl n -
- Senden Fligsspunkt 5 =
- Senden Data-Block ref:Channel -
Senden Befehl [ T ) outd
--Empgang gimér " [_ 0[] .—l_-l__out5
- Empfang 3 anzzal ute
 Empiong Fiosenkt - [FDefaital] | el | o | oK. \__Dm?
-- Empfang Data-Block T = -
-~ Empfang Binar mehrmals [ e ﬂ IND J j =
Empfang Ganzzahl metrma) = Hode ﬂ 15 -
< | > Destination station ﬂ 3 =
Standard Destination elernent ﬂ Output j :
Application | User | Ladder —
Destination address ﬂ I 4 :I
2= coe col||f =
I=T| - Pag GroupASymbol Type I AddressValue Camment
o3 I N
H:| outd Output 4
outh Output 5]
HW_MI aute Output B
= L our? Output 7
il
=
] ]
& :
5 El—
= ‘l _’I | Za Glabal | . FupDemao I
Type = Senden Binar: Name = : Factor= 3 [0.19] |Block: COB COB_34CTAAZF  Page: 141 [58x54] Fit | |OFFLINE
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Ethernet TCP/IP-Modul PCD7.F65x

2 Hardware

2.1 Saia PCD® systems with onboard Ethernet interface

The PCD3.Mxx family has members with onboard Ethernet interface. Ethernet traffic
uses channel 9 on these devices. n

Com ! PGU S-Mat / MPI

© @
e e PCD3.M|5340

RJ45 Link LED yellow

2.1.1 PCD3.M3xx0 and PCD3.M5xx0

PCD3.M3xx0 and PCD3.M5xx0 with hardware version F and more recent support
full-duplex mode and Auto-MDIX (auto-crossing the signals). Wheter a PCD3.Mxxx0
supports full-duplex and Auto-MDIX can be seen by checking the RJ45 for LEDs. If
the connecter is equipped with LEDs, full-duplex and Auto-MDIX is supported.

[ L g 1 o = & 3 ®
- Link Usar Powar
' 00000008
use ~|— Il I A .
RuniHalt  Ethemet D /D Ini0 It WD WD +24v GhD (@ PCD3.M !5340
Order information:
PCD3.M5540 Ethernet-capable PCD3
PCD3.M3120 Ethernet-capable PCD3 (without battery, not extendable)
PCD3.M3330 Ethernet-capable PCD3 (without battery, extendable 1/0s)
PCD3.M6340 Ethernet-capable PCD3 (with LAN interface)
PCD3.M6540 Ethernet-capable PCD3 (with Profibus DP master interface)

PCD3.M2330A4Tx | PCD3 Wide Area Controller | (WAC)
PCD3.M2130V6 PCD3 Compact

PCD3.M5560 PCD3 Power CPU
PCD3.M6360 PCD3 Power CPU (with LAN interface)
PCD3.M5560 PCD3 Power CPU (with Profibus DP master interface)
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2.1.2

2.1.3

2.1.4

Ethernet TCP/IP-Modul PCD7.F65x

PCD2.M5540

The PCD2.M5540 features an integrated Ethernet switch with two connectors. The
Ethernet communication uses channel 9 on the PCD2.M5540. Full-duplex mode and
Auto-MDIX (auto-crossing the signals) are supported by the PCD2.M5540 by all hard-
ware versions.

PCD1.M2120

The PCD1.M2120 features an integrated Ethernet switch with two connectors. The
Ethernet communication uses channel 9 on the PCD1.M2120. Full-duplex mode and
Auto-MDIX (auto-crossing the signals) are supported by the PCD1.M2120 by all hard-
ware versions.

PCD3.T665/T666 Ethernet RIO

The PCD3.T665/T666 Ethernet RIO features an integrated Ethernet interface with
two connectors. The Ethernet communication uses channel 9 on the PCD3.T665/
T666. Full-duplex mode and Auto-MDIX (auto-crossing the signals) are supported by
the PCD3.T665/T666 by all hardware versions.
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Ethernet TCP/IP-Modul PCD7.F65x

2.2 Ethernet TCP/IP module PCD7.F65x

2.2.1 Block diagram

Cat5 Ethernet 10/100Mbits 5V to 3.3V
RJ45 Transformer Ethernet Power
transceiver supply
I pPCcD G
i clamps !
E serial E FOTCLLITEIITELETY NetARM
: il ioconverter i | Ethernet Saia PCD®
E Data
processor E path
[OTTPPPrPPPPPPR 3| esmssssssaaaay )
: Micro i iTTLserial } IN 8-bit interface
: fOILVTTL 1 )
i match i itransceiver interface
E ConneCTOI' : FasmssmEmEEEEEER
: T8xx :
: modem i
Femmrrman "l| Ser. EEPROM || System RAM ,
with MAC (currently Firmware
Ethgrnet or address 4MB) flash memory Saia PCD®
serial(s) .
User interface parallel 8-bits
Processor part with interface
TCP/IP stack

Note: At this time, the gray-tinted blocks are not supported by the firmware or could
i be missing from your hardware.

lar Saia PCD® interfaces. These two interfaces are intended for IP connections (PPP, SLIP,

The serial interfaces are managed by the Ethernet processor and cannot be used as regu-
etc.) via modem or for troubleshooting purposes.
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Ethernet TCP/IP-Modul PCD7.F65x

2.2.2 PCD7.F650/F655 Layout

RJ45
Ethernet - PGND

transceiver
_ Screwdriver (No.0)

OK
LED green

Fail
LED red

Link
LED yellow

Fast
LED yellow

2.2.3 PCD7.F651/F652 Layout

The layout corresponds to that of the PCD7.F650/F655, with the exception of the
RJ45 connector, which comes in several variants.

2.2.4 PGND connection

To maintain the EMC values, the PGND (protective ground) must always be connect-
ed to the ground connection of the frame.

To connect the protective ground:

° Open the spring-force terminal block with a No. Oscrewdriver (no. 0) inserted in
the slot.

° Insert the ground wire into the PGND port

Remove the screwdriver again

° Tug at the protective ground lead to check that it is properly connected
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Ethernet TCP/IP-Modul PCD7.F65x

2.2.5 LED functions

Fast (yellow) This LED lights up when a fast, 100 Mbit/s connection is detected,
and remains unlit for 10 Mbit/s
Link (yellow) This LED lights up when a connection is detected and flashes to indicate
Ethernet traffic (off for activity, on for no activity) n
Fail (red) This LED flashes if a hardware or firmware error is detected
OK (green) This LED indicates that there are no faults in operation (flashes with a
frequency of 2 Hz)

normal operation. Immediately after a reset (during switch-on), the Fast LED shows a 10
Mbit/s connection, while the Link LED indicates a 100 Mbit/s connection.

ﬂ During the processor boot sequence, the yellow LEDs have a different meaning than during

Link LED Fast LED Comment
yellow yellow
LINK 100 LINK 10 After reset
LINK + ACT 10/100 During operation

The Fail LED (red) indicates that an error has been detected. The rate of flashing
provides information about the error which has been detected. The OK LED may also
flash.

Depending on the error detected, the green and red LEDs may flash. If the green
LED is flashing on its own, there is no error.

Risk of injury! The Ethernet transceiver gets quite hot. When not connected, its temperature
is about 30 °C above the ambient temperature. This is normal.

2.2.6 RJ45 pin assignment

Pin Name Twisted | Wire colour | Ethernet Fast Note
pair Ethernet
1 TPO+ Pair 2 white/orange TPO+ TPO+
2 TPO- Pair 2 orange TPO- TPO-
3 TPI+ Pair 3 white/green TPI+ TPI+
4 | Term. 1a Pair 1 blue - Pair 1 terminated
with 75 Q*
5 | Term. 1b Pair 1 white/blue - Pair 1 together with
Pin 4*
6 TPI- Pair 3 green TPI- TPI-
7 | Term. 4a Pair 4 white/brown - Pair 4 terminated
with 75 Q*
8 | Term. 4b Pair 4 brown - Pair 4 together with
Pin 8*
* Bob Smith termination

For Ethernet (10 Mbit/s), Pair 1 and Pair 4 can be absent.
Fast Ethernet cable (CAT5 cable) is compatible with 10 Mbit/s Ethernet.
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2.2.7

Configured systems

Cabling

Cable type:

This module is designed for use both with shielded and non-shielded 100-Ohm cable
(UTP or STP). If there is electromagnetic interference, shielded cable is highly
recommended for higher throughput. If a 100 Mbit/s connection is used, CAT 5 cable
must be used as a minimum. For a 10 Mbit/s connection, CAT 3 cable must be used
as a minimum.

This module uses an auto-negotiation procedure to determine the transfer speed and oper-
ating mode. In order to establish a 100 Mbit/s, full-duplex connection, both ends must sup-
port auto-negotiation. If this is not the case, the module will establish a 10 Mbit/s connection
in half-duplex mode. However, the auto-negotiation procedure cannot detect the type of
cable being used. This means that, while a 100 Mbit/s connection can in fact be established
over a CAT 3 cable, such a connection will probably not work reliably (this may occur with a
crossover cable, for example).

A special Call System Function (CSF) makes it possible to switch the PCD7.F65x into full-
duplex or half-duplex mode and to use either 10 Mbit/s or 100 Mbit/s for communications. You
can find more details on this in the chapter concerning the special CSFs.

Cable length:

Maximum 100 m

Bending radius:

Certain restrictions apply to bending radius.

In accordance with EIA SP-2840A, the minimum bending raduis is 10 times the
outside diameter of the cable. In accordance with ISO DIS 11801 it is 8 times the
outside diameter.

Wiring:
The network can be wired either in a peer-to-peer fashion using a crossover cable,
or using a normal patch cable through a hub or switch.

Pin allocation:
Connector (view of the connector end, cable running away from the observer)

12345678

Socket (looking at the wall socket)

87654321
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Configured systems

2.2.8 Cable

Cable configuration for crossover cable (peer-to-peer):

Pin Colour Pin
1 or/wh < 4 3
2 orange |4 4 6 n
3 gniwh |4 > 1
4 blue < 4 4
5 wh/bl < > 5
6 gn < > 2
7 wh/br < > 7
8 brown |« > 8

Cable configuration for patch cable (via a hub):

3
5

Colour
or/wh

orange

gn/wh

blue
wh/bl

gn
wh/br
brown

Colours defined in accordance with EIA/TIA T568B.

N| O] gl Al W] N -

Al A A A AIA AL
VIVIVIVIVVVv Vv

o
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2.3 Systems configured with PCD7.F65x

2.3.1 PCD1.M135F65x

PCD7.F65x in Slot B/ Channel 9 PCD1.M135F65x

isisas EEENEEEE EEEEEEN n

o e L ELA RLY B Rl R RZA RS

-eeeaaa . eerOoPOOe® OCCOCOEOO0O .

of

B 060000000 606000000

aslaalazlaslasielnal s

[ LT[

4 32

n The PGND lead from the PCD7.F65x must be connected to terminal 23 of the PCD1.

Order information:
° As a configured system:
PCD1.M135F655 PCD1 configured system with Ethernet module

° As an add-on:

PCD7.F655 Ethernet module for PCD1/PCD2
410474090 Cover for PCD1.M135 with cut-out for RJ45 connector

ﬂ There may be restrictions with older versions of the PCD1 hardware.
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2.3.2 PCD2.M150F65x

PCD7.F65x in Slot B / Channel 9 PCD2.M150F65x

- .

l ecevceee 000000 ©0000000 00000000 [ ]

I !“lmmmmmm
111111
| SEEREEEENERERERE 3 PR

a
- 0
1
- .
a
@
@
e
0
a
e
o
a
Q@
[
e

ll 000060000 00000000 00000000 00000000 Nl
| 82081 2 2 65 |

AERNEEEN BENNENEN
iz o8]

Saia PCD® terminals 30-39 are reserved for RS-232 (RS-232 is in the pipeline).

n The PGND lead from the PCD7.F65x must be connected to terminal 27 of the PCD2.

Order information:
° As a configured system:
PCD2.M150F655 PCD2 configured system with Ethernet module

° As an add-on:

PCD7.F655 Ethernet module for PCD1/PCD2
410474100 Cover for PCD2.M150 with cut-out for RJ45 connector
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Non-configured Ethernet-capable systems

2.3.3 PCD2.M480F65x-2

PCD7.F65x in Slot B2 / Channel 8 and also in Slot B1 / Channel 9

e [T

™

£

@ 24v0c

Mem

o g
Pou "

= (bl

© Battery

®wo

@rn  use

@ Hat

@Error [ |
SEREEERE

MUY -

The PGND lead from the PCD7.F65x must be connected to the PGND terminal next to B1
DB9. Saia PCD® terminals 40-49 are reserved for RS-232 (RS-232 is in the pipeline).

Order information:
° As a configured system:

PCD2.M480F655-2 PCD2 configured system with two Ethernet modules

° As an add-on:

PCD7.F655 Ethernet module for PCD1/PCD2
410475030 Cover for PCD2.M480F655-2 with cut-out for two
RJ45 connector
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Non-configured Ethernet-capable systems

2.3.4 PCD4.M170Fx9

The Ethernet connection is made via an RJ 45 connector attached to the bottom of
the PCD4.M17x. Only available as a PCD4.M170Fx9 configured system (where x is
the code which describes the interface plugged into B1).

PCD7.F65x in Slot B1 / Channel 9

PcD

= o
] <D —=llpDy
?cm;eélforh Card ; ‘. = ; Battery box
ash Car under nameplate
PCD7.R400 S [ i

/Pin 49

Screw terminals

PGU-Connection
RS232, Port #0

L

for interrupt and
fast counters.

P for ports #4 & #5

D-type, 9-pole > Socket B2
for Socket B1, 3
standard Profibus o

E 1 " Pin 40

i =X ol RS232

b 1 Te
Screw terminals . D-type, 9 pole for

socket B2, standard
Profibus 1)

Terminal O (rear)
Terminal 9 (front)

RJ45 jack
for Ethernet
TCP/IP

The PGND lead of PCD7.F65x must be connected to PGND. Saia PCD® terminals 40-49
are reserved for RS-232 (RS-232 is in the pipeline).

Order information:
° As a configured system:

PCD4.M170Fx9 PCD4 configured system with Ethernet module

2.3.5 PCD7.F65x on xx7

For the Ethernet-capable xx7 with PCD7.F65x, both configured and non-configured
systems are available. For information on this, please refer to the xx7 Ethernet
manual 26-791.
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Non-configured Ethernet-capable systems

2.4 Non-configured Ethernet-capable systems
2.4.1 PCD2.M170 with PCD7.F65x

PCD7.F65x in Slot B2 / Channel 8

e v B . I sy e )
PRey R@apRsesse QEEYRSRTRE Q080G MMWM n
5 L i ot ;
[ v -4 :

CONTROL DEVICE

H ecccceve eo0ecocee 0000000 e voecoooo Nl
) Z{aseasiizapiafy 2 2 & &

T Tl sa

Saia PCD® terminals 40-49 are reserved for RS-232 (RS-232 is in the pipeline).

n The PGND lead of PCD7.F65x must be connected to the PGND terminal next to B1 DB9.

Order information:
PCD7.F655 Ethernet module for PCD1/PCD2

2.4.2 PCD7.F65x on xx7

For the Ethernet-capable xx7 with PCD7.F65x, both configured and non-configured
systems are available. For information on this, please refer to the xx7 Ethernet
manual 26-791.
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Possible connections and network topologies

3 Attributes and functions

3.1 Possible connections and network topologies

10/100 Mb/s

S-Bus (RS-485)

..............

Intranet

Extranet

Foreign device

An Ethernet normally allows all types of connections between stations connected to
the network. The Saia PG5® programming tool and a SCADA system can access a
PCD and a station from a third-party manufacturer directly via the Ethernet. The Saia
PG5® programming tool and the SCADA system, which is based on SCOM.dII, are
clients.

Ethernet TCP/IP modules from Saia Burgess Controls do not require a proprietary
network and can be used on standard networks with standard components such as
hubs, switches, routers, etc. The modules support all current network topologies.

An S-Bus network can be set up and placed under a gateway station connected to
the Ethernet. The PCD on this S-Bus subnet is accessed indirectly via a PCD which
is configured as the Ethernet gateway station. This allows it to forward messages
received from the Ethernet to the subordinate S-Bus network. This makes it easy to
integrate multiple S-Bus networks into the Ethernet.
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Possible connections and network topologies

Two protocols are used on an Ethernet TCP/IP network:

° S-Bus protocol (UDP/IP, port 5050)

° Open Data Mode protocol (UDP/IP or TCP/IP and user-defined ports),
which uses a socket interface to implement a user protocol.

Overview of functions and how to achieve them

Functions

Achieved using

Ethernet to the standard S-Bus)

S-Bus Ethernet Open Data Open Data
UDP/IP Mode Ethernet | Mode Ethernet
Port 5050 UDP/IP TCP/IP
Programming of the PCD and trouble- v
shooting with Saia PG5®
PCD multi-master S-Bus communica- v
tion
Connecting PCD stations to a SCADA v v v
system
Communication between PCD stations
and a third-party system
Implementation of user protocols v v
S-Bus gateway functionality (from the v

S-Bus UDP, Open Data Mode UDP, and Open Data Mode TCP can be operated

simultaneously using the same PCD.
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Ether-S-Bus
3.2 Ether-S-Bus

The Ether-S-Bus protocol is used for communication between:
° two PCDs
° one PCD and the Saia PG5® programming tool
) one PCD and other stations (SCADA systems, OPC servers

or another PLC which support the Ether-S-Bus protocol).
Data is exchanged using the well-known STXM/SRXM commands in IL or n
the convenient FUPLA FBoxes. The syntax is very similar to existing S-Bus
telegrams.

S-Bus via IP is implemented using UDP sockets via the fixed input port 5050. When
managing connections through firewalls, you should ensure that this port is enabled
in the firewall configuration.

Multi-master communication between PCDs is supported by Ether-S-Bus. For this
reason, every PCD has a server and a client port, and is able to simultaneously work
as a client or remain passive as a server station.

Diagram of the application layers

Saia PG5® based on SCOM.dII

SCADA system supporting Ether-S-Bus
SCADA system connected to an OPC
PCD with Ether-S-Bus and server ports

SCADA
Saia PG5°®

SCADA

OPC Server

SCOM.DLL (S-Bus)
TCP/UDP-IP Client

Ether-S-Bus driver Ether-S-Bus driver

TCP/UDP-IP TCP/UDP-IP

ETHERNET

TCP/UDP-IP TCP/UDP-IP

Client port  Server port

Client Server

Client port Server port
S-Bus # X

S-Bus#Y

Saia PCD® Saia PCD®

A SCADA system can either support Ether-S-Bus, or it can connect to the SBC OPC
server, which in turn is supporting Ether-S-Bus.
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3.2.1

Ether-S-Bus

Network topology and addressing

IP Node 1/ 192.168.12.04 192.168.12.02

192.168.12.01
S-Bus addr. #1

ol

ETHERNET
IP Node 3/ (3] e
192.168.12.03 JR—
S-Bus addr#3 G
'S-Bus (RS485) IP Node 5 /
| 192.168.12.05
@ .00y O Ly S-Bus addr.#5
"R I

S-Bus S-Bus S-Bus
addr#1 addr#4 addr.#2

Each IP module on the Ethernet is indentified by a fixed MAC address, which is
unique in the world. The station is then configured with an IP address. This is often
location-dependent within the company, and is not registered on the internet (private
IP address). An IP node must be defined according to SBC's specifications.

The conversion table (MAC address « |IP address) is managed internally by the TCP/
IP and ARP stacks.

In order to make address handling as easy as possible for the user, an additional
layer of abstraction has been introduced with the IP node. The IP module is config-
ured in the Saia PG5® hardware configurator by the assignment of an IP address, a
single IP node, and an S-Bus address. The same number is often used for a station's
S-Bus address and IP node.

Later on, when the program is running, only the IP node number and the S-Bus ad-
dress of the station are used for communication on the Ethernet. After a station has
been configured, the user no longer has to deal with the IP address.

A table containing all the combinations of IP addresses, IP nodes, and S-Bus ad-
dresses for the whole project is generated by Saia PG5® and saved in the PCD.

Table of the stations from the perspective of the PCD, from IP node #1 upwards (IP
address 192.168.12.01, S-Bus address #1).

Station IP address IP node S-Bus address
(5) 192.168.12.05 5 5
(3) 192.168.12.03 3 3
Q 192.168.12.03 3 1
(3) 192.168.12.03 3 4
() 192.168.12.03 3 2
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ﬂ You can find more details on the handling of the address table in the Saia PG5® help file:

Before the STXM/SRXM command is called, the destination address must be loaded
into the address register, as is the case with any standard S-Bus protocol. As is illus-
trated in the following examples, addressing uses two address fields.

Hardware Settings - TCP/IP page.

Station®

LDL

LDH

STXM

R 100
5
R 100
5

9

10

F 500
0 32

:S-Bus address

:IP node

Station®

LDL

LDH

STXM

R 100

R 100

10
F 500
0 32

:S-Bus address

:IP node

Addressing unit®

LDL

LDH

STXM

R 100

R 100

10
F 500
0 32

:S-Bus address

:IP node

Ether-S-Bus
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3.2.2

Ether-S-Bus

Programming and troubleshooting via Ethernet

Configuring, programming, downloading, and debugging a PCD station can be
performed via Ethernet using the Saia PG5® programming tool and the well-known S-
Bus protocol. Program downloads are much faster via Ethernet than using the S-Bus
over a serial interface. This is particularly useful for very large user programs.

Programming via Ethernet using the S-Bus protocol is supported beginning with Saia
PG5® version 1.1. This uses:

° the instruction list (IL) or
° convenient FUPLA FBoxes.

Data is exchanged within the IL via the usual STXM/SRXM commands. The syntax
is very similar to standard S-Bus telegrams. Access security is provided by standard
S-Bus password protection.

It is possible to use more than one Saia PG5® programming tool on an Ethernet. Do-
ing so allows the parallel development and implementation of large projects by sev-

eral programmers or by teams in order to save time. However, only one S-Bus UDP

full-protocol connection to the PCD is permitted at a time.

ETHERNET

Attention:
More than one PG5 connection to the
same PCD is not permitted.
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3.2.3 Multi-master communication

Compared to the standard S-Bus protocol, the new master/master functionality for
Ethernet is a considerable improvement. On the standard S-Bus via RS-485, only
one client was allowed per network. With S-Bus via Ethernet, all stations are able to
work as clients or servers.

By designing the network for multi-master operation, it is possible to establish
powerful, event-driven communication connections between PCD stations. This
explains why each PCD has both a client port and a server port.

Therefore a PCD (Client/Server #2), for instance, is able to receive information from
several other PCDs (Client/Server #6 and Client #4) and be queried periodically by
a SCADA system or an OPC server.

SCADA

) Client #7
Client/Server #1 Client/ Client Client/

Server #5 Server .

T | — |H ETHERNET
1 |

Client #3 e
\' " E E Client #4
B

Client/
Server #6

3.2.4 S-Bus gateway and S-Bus subnets

An S-Bus subnet can be set up under a gateway station (GWY) connected to the
Ethernet.

Access to the PCDs on this S-Bus subnet occurs indirectly via the PCD, which is
configured as the Ethernet gateway station (GWY). This allows it to forward
messages received from the Ethernet to the subordinate S-Bus network. This
gateway station is the only client station allowed on the S-Bus subnet.

This makes it easy to integrate multiple S-Bus networks into the Ethernet. It is
therefore possible to address 65,535 IP nodes or 65,535 x 254 PCDs (254 PCDs on an
S-Bus subnet, including the PCD configured as the gateway station) on an Ethernet.

A PCD on an S-Bus subnet only requires an S-Bus address (not an IP address).
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192.168.12.04
IP Node 1/192.168.12.01

S-bus addr.#1

ETHERNET n

IP Node 2/
192.168.12.02
S-bus addr.#2

IP Node 3/
192.168.12.03
S-bus addr.#3

- ix
S-Bus addr.#1... #254 S-Bus addr.#1... #254
exept #3, exept #2,
wich is already used by wich is already used by

3.2.5 Rules for S-Bus gateway communication

OPC server / OPC server /
SCADA SCADA/PG5
Client#7 Client # 2

Client/Server Client/Server
#1 # 5
i Polling
- m G T A 1

1 channel

ETHERNET

Client/Server # 4

GWY 1 channel

Client# 3

.........................................

iﬁiﬁiﬁﬂ

A limited number of buffers is reserved in a gateway station for handling incoming

telegrams.
PCD1 GWY: 1 buffers (= 1 telegram; max. 1 client)
PCD2 GWY: 4 buffers (= 4 telegrams; max. 4 clients)

The telegrams are handled sequentially.
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In order to communicate with S-Bus stations under a gateway station, it is therefore
required that a single-channel connection be used for each OPC server or
SCADA system.

Telegrams may be lost on a PCD2 gateway PCD if more than four clients are simulta-
neously accessing PCD stations connected under the gateway station. When using a
PCD1 as a gateway, this restriction applies for even a single client.

3.2.6 Rules for OPC servers n

Standard solution using one channel

Channel 1

Station 1

Station 2

Server OPC

Station 3

f Frontal-end polling
5

Station 4

Station 5

ETHERNET

S-Bus (RS 485)

.............. s

.IH‘ IIH' llli.‘ IIH.‘
L £ = L]
81 82 83 84

The standard solution is to process multiple PCD stations with a single channel on
the OPC server. PCD stations 1, 2, 3, 4, and 5 are connected one after the other in
series.

It is also possible to poll a "front-end PCD" which receives data from several other
PCD stations, e.g. 6, 7 and 8.
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Solution using multiple channels

Channel 1

Station 4

Station 5

Channel 2

Station 6

Station 8

Channel 3

Station 7
A

2

3

4
, l

ETHERNET

10/100 Mb/s

= o

A 7.2 7.3

= = &= =
7 7

4

If the standard solution is not possible because the PCD stations need to be
processed faster, several channels can be set up in parallel on the OPC server. This
makes it possible to process the data from the PCD stations more rapidly.

Each channel represents one program task on the OPC server. The more tasks there
are, the higher the load on the CPU.

PCD1 stations on an S-Bus network under a gateway station can only be connected to the
OPC server via a single channel, because the capacity of the buffer is only one telegram.
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3.2.7 Broadcast telegrams

Broadcast telegrams for synchronisation with a client station
can be transmitted in two different ways.

A Restricted to the S-Bus network
B To the whole Ethernet, including all S-Bus stations which are addressed under

a gateway station. n

IP Node 3 IP Node 5

ETHERNET

IP Node 2

I I—Bus (RS-I485)
‘. i "";‘ ;ﬂf“,‘!,ff!f;‘ ; ,l';‘
ol

"\"_‘j

&

IP node 65,535 (OxFFFF) is reserved for the transmission of broadcast telegrams via
IP. It can be addressed in the IL and using FUPLA FBoxes.

A Broadcast restricted to the S-Bus [Send to IP node X<65,535
network S-Bus 255
Broadcast on the whole Ethernet, | Send to IP node 65’535

B | including the S-Bus network S-Bus 255
under the gateway station

c This type of broadcast is not Send to IP node 65’535
permitted S-Bus X<255
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Client side:

If type-C broadcast telegrams are transmitted, the client-station diagnostics will issue
error messages. The telegram will not be sent by the client station.

° The NEXE flag is set.
) Flags 29 and 30 are set in the send diagnostic of the diagnostic register.

° The error LED illuminates. n

Furthermore, the Saia PG5® will not allow type-C broadcast telegrams to be sent.
Server side:

On the server side, type-A and B broadcast telegrams are processed without a re-
sponse.

The server is unable to differentiate between standard S-Bus telegrams and type-C
broadcast telegrams. For this reason, the PCD server station responds to this type of
telegram.

See the following example, in which "Send Binary" is transmitted as a type-B broad-
cast telegram.

"% SBC Fupla Editor [Broadcast Test5] - [send broadcast]* &=
Fle Edt View Project Onine Mode Black Page Symbols Help

[DeEas2EdhExadatPessEdEaElco®d-esmaaaa
FBaox ... elxi o - =
.gJ;I o -
H - -
: L Channel J
T S-Bus Master IP@ —
T 1 Clr Err
T‘ L L5 2
T - - |
‘R —
R o -
g - Blink -
R 1 En Q 00
2 ls v -
T = “ -
Ti - -
R
R
Bl —
el 2 Defines —
Standard O |
Application broadcaSt Vla IP
User [[ofx]
Ladder 1 Defaultal | Sendel | Info — o |
=l Initialization 3 |[ma =
Group#Symbol Type AddriessValue Node j TR !ﬂ/
EE]. - Defines broadcast
X COutput ] Destination station ﬂ 258
t% gﬁ:s:: ; Destination elernent ﬂ Cutput j on the S_bus
Destination address j I 1}
Manual fransmit Exacuie |
o
=
E |
| Szl Global |.. sendbroadeast
Type = Transmit Binary : Name = : Factor= 0[0..79] |Block: COB BL_3COFS8E0 |Page: 1/1 [58x54] [100% [COMPILE REQUIRED |OFFLINE
ia‘jlaltl HqInbox - Mic.. | £1MP3 Galax.l T Microsoft .. | Hw’lndows..l B wrindaws | (GE P|o|e.| 12k SAIA Fu .| 44% of jasmin.r.. P AR 1043
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Open Data Mode via TCP/IP or UDP/IP

Using Open Data Mode makes it possible for a PCD to communicate with a station
from a third-party manufacturer that does not support the S-Bus protocol. However,
if necessary, two PCDs can also communicate with each other in Open Data Mode.

Stations from third-party manufacturers (e.g. printers, other PLCs, etc.) do not
support the S-Bus protocol; therefore only unprocessed data (numbers, strings) can
be exchanged. A PCD can send unprocessed, transparent TCP/IP or UDP/IP data
packets. Implementation of the protocol is handled by the user application, practically
without limits or restrictions. The implementation rules of the application are left
entirely to the user. Possible options are multi-master communication, event-driven
communication, etc.

The user can choose either TCP/IP or UDP/IP communication. The UDP variant is
connectionless and the TCP variant connection-oriented. Under

TCPI/IP, a distinction is made between client and server when a connection is
established.

In this type of protocol, the programmer uses the SBC API socket for direct access
to the UDP or TCP/IP socket layer. A communication channel on the PCD is defined
using the device's IP address and the communication port (UDP port / TCP port).

Saia PCD®
192.168.12.01

A third-party system
192.168.12.02

Channel 1 Channel 2 Channel 3
]

UDP port UDP port TCP port
5000 7645 6799
A T

ETHERNET
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192.168.12.04 192.168.12.02
192.168.12.01
SCADA
-‘"""“""”"""'"“"‘“"“. QPC
r A
IETHERNET n

1“10/100 Mb/s 1,,

Foreign device Printer
192.168.12.05 192.168.12.06

S-Bus (RS-485)

S-Bus S-Bus S-Bus
addr.#1 addr.#4 addr.#2
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Layout and structure of the network

3.4 Layout and structure of the network

In addition to the PCD7.F65x TCP/IP Ethernet module, other components are also
required to create Ethernet networks.

3.4.1 Hubs (star network)

The layout of a hub network is similar to a star - a central hub with cables leading, like
rays of a A hub merely transfers the signal that it receives on a data line. There is no n
logical connection. As opposed to a bus or ring network, this star topology reduces

the vulnerability of the whole network to a single interruption in a cable. If the cable

connecting an individual host to the network is damaged or disconnected, access to

only this host is lost.

Reasons to use hubs:

° Low-cost connection to the units

° Short delays when forwarding data

) In a hub, the Ethernet analyzer can be used to view all data traffic. This is
different from a switch, which handles communication in

3.4.2 Switches

Switches do not simply transfer or repeat the signals transmitted on an individual
cable; they receive all signals, process them, and then forward them. The result

is that only valid Ethernet frames are transmitted to the other network. This filtering
process occurs in the Ethernet layer by comparing the MAC address. The routing
decision is made only once for each IP address, so each frame with the same IP
address is forwarded accordingly.

Local data taffic remains local. This minimises the number of data collisions and
optimises network usage. This creates collision-free areas.

Two Ethernets can be connected with switches, which transfer traffic from one
network to the other.
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One switch can process several telegrams similtaneously.

Reasons to use switches:
° Creation of collision-free areas: improves the deterministic behaviour of the
network due to the low number of collisions
° Combination of different connection types (10/100 Mbit/s, half-duplex HDX /
full-duplex FDX)
° More efficient flow of data because of point-to-point connections and full-duplex n
operation
° Improved network performance due to filters (broadcast and multicast filters)
and prioritisation procedures.

Switch

||||||||||

100 Mb/s

3.4.3 Router

Arouter is a peripheral interface device which transfers telegrams from one physical
network to another. The sending host and the router must select a transfer destination
for the telegram. This routing selection occurs when the IP stack consults the routing
table. The routing table contains the IP address entries and identifies the network
interfaces for the router. By default, a router sends telegrams only to those networks
for which it possesses a configured interface.
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° If a host would like to communicate with another host, the IP protocol must
first decide whether the destination host is located on the local network or on a
remote network

° If the destination host is located on a remote network, the IP protocol searches
in its routing table for a route to the remote network
° If no obvious route is located, the router's default address is used.
° The routing table on the router is consulted so the telegram can be forwarded
to the specified network. n
131.107.8.0 J
Routing table
131.107 8.1 131.107.24.0 131.107.24.3
default 131.107.24.1

Routing table
131.107.8.0 131.107.8.1
131.107.16.0 131.107.16.1
131.107.24.0 131.107.24.1

131.107.24.3

131.107.16.1 131.107.24.1

e —
j 131.107.24.0

I 131.107.16.0

3.4.4 Network components

Saia Burgess Controls does not supply any components specifically for Ethernet
networks. We have had good experience with network components from the Ethernet
Rail family produced by Hirschmann.

The industrial line ETHERNET Rail family was developed specifically for use in
industrial automation applications. It supports redundancy functions (alternative data
path via HIPER-Ring structures, redundant connection of network segments), and
guarantees high levels of network availability.

Hirschmann also provides support in developing networks for customer projects:
www.hirschmann.com
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Layout and structure of the network

Increasing performance
Full-duplex, auto-negotiation, auto-sensing

The PCD7.F65x Ethernet TCP/IP module supports "full-duplex" and "half-duplex”
modes. Duplex is not a network topology, but rather a method for exchanging data
between two nodes.

The PCD7.F65x Ethernet TCP/IP module uses auto-negotiation and auto-sensing to
establish a compatible mode between two nodes. As soon as two nodes are connected,
the preferred data communication mode is set according to the following list:

100Base TX and full-duplex mode
100Base TX and half-duplex mode
10Base T and full-duplex mode
10Base T and half-duplex mode

If auto-negotiation from the PCD to the partner station is not possible, 10Base T and
half-duplex mode is implemented.

Auto-sensing is a feature which allows the data rate of a signal (10 Mbit/s or 100
Mbit/s) to be detected. Auto-sensing is possible even without auto-negotiation.

Switched LAN compared to shared LAN

It is also possible to divide the network into different groups to achieve a separte
Ethernet without putting unnecessary strain on overall network traffic.For this reason,
standard switch technology should be used in order to create collision-free areas.
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Switches LAN

Shared LAN

5

SegmentA
y

Switch

29

Hub

SegmentA &>

SegmentA

LAN

Y High traffic volume

Maximising user data (payload)

Note that both TCP/IP and UDP/IP (particularly TCP/IP) have a quite large overhead.

High traffic volume
Low traffic volume

N SegmentA
N

Layout and structure of the network

® Each segment has full
performance/data rate

e Simultaneous data
traffic in multiple
segments

® [ocal data traffic
remains local.
Only selected telegrams
exit the local segment.

* All segments share
performance/data rate

o All telegrams pass
through all segments

® Thereisonly one
telegram at a time in
the network

® Collisions reduce
efficiency to 40%

This overhead is of particular importance for telegrams containing little content. To

benefit fully from the performance of the Ethernet, combining large quantities (i.e. 32

registers on the S-Bus via UDP/IP) of user data for transmission is recommended.
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4.1

411

Configuration and programming

Configuration and addressing

Configuring the S-Bus IP port (server)

Configuration and programming

The IP module is configured in Saia PG5® — Device Configurator:

)"—-' SBC Device Configurator - [DeviceName *] _ Inlﬂ
{83 Fle Edt View Onlne Took ‘Window Help R
DG IHE| L R o e e B

Properties a

| Device

Type | Description

FCD3IMBEA0  CPU with 286/512/1024 KBytes RAM, 4110 slots (expandable), USE,
|h|'lem|:|r3.ur Slots

Slot | Type | Description

1

[

|Onbuard Communications

Twpe | Description
RS-485/5-Met | RS-485 port for Profi-S-Bus or general-purpose communications (D
UsB Universal Serial Bus port, PGU or general-purpose.
RS-232/PGU  RS-232 PGU or general-purpose serial port (O-Sub #1).
RS-485 R5-485 port for general-purpose communications (Terminal block),
Ethernet Ethernet port.
|Ethernet Protocols
Section | Description
IP Transfer Protocols | FTP. HT TP Direct Protocals, ODM.
IP Protocols DMS, SMTF, SNMF protocols.
HTTF Paortal HTTP Portal Communication For PCD Cwver Private Network

|Onboard O Slots

Slot | Type

Slotd  PCD3S100
Slot1  <reserved>
Slot2  <reserved>

Slot3  <reserved>
.

| Description
Wiorkshop Simulatar Unitwith 8 digital inputs, 8 digital o1

Ready

|Onboard : Ethernet

Mac Address

B TCP/IP
Channel Mumber
TCFJIF Enabled
Ethernet RIO Metw,
IP Address

Subniet Mask
Default Router

DHCP Client Enable

Automatic Gatewa

Aukomatic DS TP £

DHCF Server IF ko

DHCF Server IF ko

Hosk Mame

Fully Cualified Dom
El Ether-5-Bus

IF Mode

Pl Pork

Slave

Metwork, Groups

Channel Mumber &,
Use Ether-5-Bus Fe
First 5-Bus Station

El DHCP Client Protocol

B Ether-5-Bus Master Gateway

Last 5-Bus Station 253
Response Timeout O -

00 50 C2 B4 AD 38 =

k]

fes

Mone
172.23.16.123
255.255.252.0
172.23.16.252

Mo

Mo

Mo

0.0.0.0
0.0.0.0
HosteName

123

‘fes

‘fes
{Default)

E
Mo
i}

IP Address

Ethernet network,

The CPU's unique IP Address on the

Properties | tedia Mapping

[ [ [s 7
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4.1.2 Addressing the IP server station

In principle, each IP module is defined by an Ethernet (MAC) address unique in the
world and a location-dependent IP address. The conversion (MAC address < IP
address) is automatically performed by the ARP (Address Resolution Protocol) in the
TCP/IP stack.

PG5 generates a IP Settings table (DBX) to connect the IP addresses, IP nodes,

and S-Bus addresses with all the CPU hardware information for the project. When
programming, the user requires only the S-Bus addresses and IP nodes. The DBX is

generated when the project is created, and loaded into the PCD via the user program. n
If an IP address, S-Bus address, or IP node in the project is changed, the programs

of all concerned CPUs must be rebuilt (generation of a new DBx) and loaded into the
PCD. You can find more information in the PG5 help file.

Word-encoded addressing for IP nodes and a byte-encoded S-Bus address offer
suitable addressing options for the Ethernet. They enable 65,536 IP nodes or 65,536
x 253 PCDs (253 PCDs on an S-Bus network under an Ethernet S-Bus gateway, see
figure) to be addressed. PG5 generates a DBx showing the relationship between IP
nodes and IP addresses.

IP Node 1/
S-Bus addr.#1

ETHERNET

GWY s -

S-Bus addr.#5 G R

“““““ L i ' IP Node 2/
PCDI PCDI PCD S-Bus addr.#2
PO R0
S-Bus S-Bus S-Bus
addr#1 addr#2 addr#3

For stations on an S-Bus network under a gateway in IP node #9, S-Bus address #5
should no longer be used, as it is already being used by the gateway.
Conversion table (IP address - IP node - S-Bus address)

IP-adress <... ...IP node ...S-Bus address
192.168.2.151 2 2
192.168.2.155 3 9
192.168.2.168 6 -
192.168.2.201 7 -
192.168.2.105 9 1-254, excl. 5
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4.1.3 Slots and channel numbers

The slots/channels for the PCD7.F65x are defined on the Saia PCD® as follows
(see also Chapter 2):

PCD1.M130 PCD2.M15x PCD2.M17x
Channel 9 Channel 9 Channel 8
Slot B Slot B Slot B2

PCDy
[ |
B 2
O +8V
® Barr
® Roset
@ WalchDog

@
@ ocewr

Fuse
31848

" -

PCD1.M480 without PCD7.F65x
Channel 9 Ethernet-capable
Slot B1 PCD3.M5540
and also PCD3.M3120
Channel 8 PCD4.M17x PCD3.M3330
Channel 9 PCD3.M6340
Slot B1 PCD3.M6540
Channel 9
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4.2

4.2.1

Programming the S-bus via Ethernet

Programming the S-Bus via Ethernet

The Ethernet S-Bus protocol is used for communication between two PCDs, one
PCD and a programming tool (PGX), or with a third-party unit (PLS with scom.dll or
PLC with S-Bus support).

The new master/master functionality on a network is an improvement over the
standard S-Bus protocol. On the standard S-Bus, only one master is allowed per
network. With S-Bus via Ethernet, all stations can act as masters.

This type of communication is controlled by the well-known STXM/SRXM commands.
The syntax is similar to standard S-Bus telegrams.

Attributes

Procedure Command request
Request (client) e Indication (server) e Response (server) e Confirma-
tion (client)

Communication Maximum of 3 repeated attempts in the background.

security S-Bus CRC 16 error checking is used.

No special secure layer is used via IP.

Protocol via IP. The UDP protocol is used for communication on the S-Bus via Ethernet.
The receive communications-socket is open and connected permanent-
ly to port 5050. The send communications-socket can be connected
either to port 5050 (default) or to another free port in the system.

Description of Saia PCD® commands

The IP supports the following instructions:
SASI(I) Assign serial interface

STXM(X) |Serial send medium for data
SRXM(X) |Serial receive medium for data

SASI initialisation

In addition to the configuration in the offline hardware configurator, a SASI for

client and slave has been provided. In the interests of backwards compatibility, the
number of SASI parameters remains unchanged. As S-Bus via Ethernet uses a fixed,
predefined input communication port (5050), there is no need to define a special
communication port. An unused port between 1024 and 4999 is selected as the
output communication port. However, as described below, the output port can also be
connected to port 5050 in the SASI text.

Usage: SASI Channel ;slot (8 or 9)
Text no. :definition text no. 0 - 7,999
Example: SAS| 8 sinitialise slot 8
IP text :definition text for SASI
Defintion of SASI text:
Master ‘<mode def> <dest reg>; <diag_def>; <option_def>"
Example |“MODE:EM,R100; DIAG:F1000,R1000; TOUT:500,PORT:5050
Slave “<mode_def>,<dest reg>; <diag_def>;
Example [“MODE:ES; DIAG:F1000,R1000;

"<mode_def>,<dest reg>; defines the mode
In Ethernet master mode, the address of the remote station is appended to the EM.
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Master |“MODE:EM,<dest _reg>;" EM: Ethernet master mode.

<dest_reg>: The register defines the address of the
remote station.

Slave “MODE:ES; ES: Ethernet Slave mode (only used for diag-
nostics on the slave). Note: the Ethernet Slave is
configured automatically when the TCP/IP module
is configured in the PG5 “Hardware Settings”.
<dest_reg>: represents the register which defines the partner station. (type: Rxxxx)

Before STXM/SRXM commands can be sent, the destination address must be stored
in an address register, as is also the case with standard S-Bus. This addressing n
scheme uses two address fields.

Register address field (32 bit)
MS word LS word
IP node number of the destination PCD Not used S-Bus address
of the destination
slave

<diag_def>; defines the diagnostic elements for Ethernet communication.
Format: “DIAG:<diag_flag>,<diag_reg>;"

Type Description

<diag_flag> Fxxxx | Base address of 8 consecutive
Oxxxx | flags or outputs

<diag_flag> Rxxxx | Base address of the diagnostic register

<option_def>” Defines option elements for Ethernet communication.
Format: “[<tout_def>],[<port_def>];”

Type Description
<tout _def> | TOUT: xxx |Represents the timeout value for EM mode in ms. The default time-
out value is 500 ms. (Lower limit value = 100 ms)
<port_def> |PORT: xxx | Selection of the output port for S-Bus UDP communication
Default: xxx = 0

0 = afree port between 1024 and 4999 is selected
xxx = 5000 to 65,535 implies fixed assignment by the
user
Flags: If the definition text is missing or invalid or if the firmware does not offer

IP support, the error (E) flag is set.
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Diagnostics

Diagnostic flags

Address |Name Description

XXXX RBSY Receiver busy

XXXX+1 RFUL Receiver buffer full
XXXX+2 RDIA Receiver diagnostic
XXXX+3 TBSY Transmitter busy
XXXX+4 TFUL Transmitter full
XXXX+5 TDIA Transmitter diagnostic
XXXX+6 XBSY Physical link n
XXXX+7 NEXE Not executed

Transmitter Busy (TBSY) 1 Indicates that transmission is in progress.

Significance formaster station: If an STXM or SRXM instruction is set to “H” (high) during
execution, the flag is reset as soon as a valid response is

received.
Slave station: Is set to “H” while the response is being sent.
Transmitter Diagnostic Indicates that an error was detected during tranmission of
(TDIA) 1 a telegram. A detailed description of the error can be found

in the diagnostic register (bits 16 to 31). The flag is reset
as soon as all sender diagnostic bits (16 to 31) have been
reset in the diagnostic register.

Not Executed (NEXE) 1 Indicates that an instruction (STXM or SRXM) has not been
executed after three before the timeout. The flag is reset by
the following S-Bus instruction.

Physical Link (XBSY) 1 Indicates whether or not there is a physical link. Set to “H”
(high) whenever the Ethernet TCP/IP module detects a
physical link and to “L"(low) when the physical link is lost. As
soon as the SASI (master or slave) command is executed,
this flag is assigned and can be used as a diagnostic. If the
PCD sends telegrams without a physical link having been
established, bit 23 is set in the diagnostic register.
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Bit |Designation Description

0 |Overrun error Overrun in the internal receive buffer

1 |Not used

2 |Framing error Usually caused by an incorrect baud rate

3 |Break error Break in the data line *)

4 |BCC error Bad Block Check Code or CRC-16

5 [Not used
% 6 |Not used
=| 7 |Notused
8 8 |Length error The telegram has an invalid length
& 9 |Not used

10 |Invtlg Invalid or illegal telegram

11 |Not used

12 |Range error Invalid element address

13 | Value error Error in the received value

14 |[Missing Media Media invalid or does not exist

15 |Not used

16 |Retry count Shows the number (binary) of repeated attempts.

17 (telegram repetitions in binary form)

18

19

20 |NAK response Negative acknowledgement (NAK) received
o 21 [Missing response |No acknowledgement received before timeout
L 22 |Inv. response ACK/NAK received instead of data, or data instead of ACK/
= NAK
% 23 [Target not present | Target station does not exist or physical link has been lost
<Zt 24 [Not used
|n_: 25 [Not used

26 [Not used

27 [Not used

28 [Range error Invalid element address

29 |TxNode error Node does not exist

30 |TxBroadcast error | Error sending a broadcast telegram via IP

31 |Program error Impermissible send attempt

*) Has no significance for SM0/SS0 mode

Each bit which is set to “H* (high) in the diagnostic register remains in this state until it

is manually reset by the user program or the debugger.
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Overrun Error (bit 0) Set to “H” when an overrun occurs in the internal DUART
buffer.

Cause: The assigned transfer rate is too high.

— The CPU is no longer able to process all the figures it

receives. This may occur when a CPU is engaged in com-
municaton connections requiring a high data transfer rate
across several interfaces at the same time. It is theoreti-
cally possible for all interfaces of a CPU (with the excep-
tion of the 20 mA current loop) to be assigned a maximum
transfer rate of 19,200 bit/s. However, in practice, this error
can occur when there is a high volume of communication
traffic. The system program assigns different priorities to the
interfaces. The highest priority is assigned to interface 0,
decreasing in importance down to interface 3.

Remedy: e Reduce
e Where possible, use an interface with a higher priority for
rapid communication.

Framing Error (bit 2) Set when a figure with a framing error is received (missing
stop bit). This is usually caused by the wrong transfer rate
being set.

Break Error (bit 3) Set to “H” when an interruption occurs in a figure being
received.

Cause: Data line broken or incorrect transfer rate set.

BCC or CRC-16 Error (bit 4) Setto “H” if a CRC-16 error is detected in the incoming
telegram. The incoming telegram is rejected.

Reaction of the slave: The received telegram is ignored.

Reaction of the master: The received telegram is ignored and the last telegram is
resent.

Cause: Malfunction on the data line.

Remedy: Check the electrical installation

Length Error (bit 8) Set to “H” if a telegram is received which has an invalid

length. The error cannot occur on a network consisting ex-
clusively of PCD stations (no third-party stations). The error
indicates that an invalid telegram has been received from an
external system. This leads to a NAK response.

Address Error (bit 10) Set to “H” if an invalid telegram is received (wrong com-
mand code).

Cause:
The same as for a Length Error (there is no NAK response).

Range Error (bit 12) Set to “H” if an incoming telegram contains an invalid
PCD element address. This error cannot occur on a network
consisting exclusively of PCD stations, as the master PCD
monitors the range of the element address when it is sent.
The slave station responds to this error with an NAK.
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Value Error (bit 13)

Example:

RxBroadcast Error (bit 14)

Retry Count (bits 16 to 19)

Negative Response (bit 20)

Missing Response (bit 21)

Possible causes:

Remedies:

Multiple NAK (bit 22)

Possible causes:

Remedies:
Target not present (bit 23)

Possible causes:

Programming the S-bus via Ethernet

Set to “H” when an invalid data value is received.

The STXM instruction is used to load the time. The value
received for the hour is 30. However, the permissible range
for the hour is only 0...23. The slave station responds to this
error with an NAK.

Set if an invalid broadcast telegram is received (IP broad-
cast — IP node = 65,535 and S-Bus address < 255).

Shows in binary form the number of repeated telegrams
sent during the execution of an SRXM or STXM instruction
. Bit 16 represents the LS bit (bit with the lowest value). The
quality of an S-Bus network can be judged by monitoring
these two bits.

Set to “H” if an NAK response is received from a slave. This
means that the master previously sent an invalid telegram.
Check for the following errors: Value Error, Range Error, and
Length Error.

Set to “H” if no response has been received by the slave
station before the timeout. In such a case, the telegram is
resent (a maximum of twice).

The addressed slave station does not exist. Network instal-
lation error (wiring). The slave station has received an
unintelligible telegram with a CRC-16 error.

Check the slave station (connections, stationnumber). Have
the right cable connectors and pull-up/down resistors been
connected to the bus line at the first and last station?

Set to “H” if another response is received from a slave sta-
tion, instead of the anticipated ACK or NAK.

e More than one slave is using the same stationnumber.
e There is more than one master on the network.
e Malfunction on the bus line.

See solutions for a missing response error

Set to “H” if the destination station cannot be contacted
on the network. Either after three attempts or if there is no
physical link.

Defective connector cable or interruption of the destination
station’s power supply
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Range Error (bit 28) Set to “H” if the SRXM or STXM instructions exhibit an
element address (origin or target address) outside of the
permitted range.

Possible cause: Error in the user program
Monitored ranges:
Inputs/Outputs 0...8191
Flags 0...8191
Timer/Counter 0...1599

Register 0...4095
Example: While the subsequent STXM instruction is being executed, n

the bit for Range Error is set to “H”.
STXM 1 ; channel 1

25 ; 25 Register

R 1000 ; origin of the base address

R 4072 ; destination of the base address
An attempt is made to send the contents of registers 1000
to 1024 in the master station to registers 4072 to 4096 in the
slave station.

TxNode Error (bit 29) Set to “H” if the node does not appear in the node list, if it is
not configured, or if an invalid broadcast telegram has been
sent (IP broadcast — IP node = 65,535 and S-Bus address
< 255).

TxBroadcast Error (bit 30) Set to “H” if an invalid broadcast telegram is sent (IP broad-
cast — IP node = 65,535 and S-Bus address < 255).

Program Error (bit 31) Set to “H” if the interface was assigned in SS1 mode during
the execution of an STXM or SRXM instruction or if a similar
instruction has aleady been executed (TBSY flag was not
polled before the instruction was executed).

Sending/receiving STXM/SRXM data to/from the slave station

The instructions are the same as those for the S-Bus. The sole difference is the chan-
nel number (8 or 9) and the IP node address of the partner station.

ﬂ More details can be found in the S-Bus manual.
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Example of use:

LDL R 100 ; destination address register
3 : S-Bus adress 3
LDH R 100
15 : IP node 15
STH TBSY ; check busy flag for sending
JR H
next
STXM 9 ; slot 9/ B1
4 ; four elements
F 500 ; origin address
032 ; destination address
next:

4.2.2 Using Saia PG5® FBoxes to program the Ethernet S-Bus
Example:
Station A Station B
/‘% : -

Send 4 Registers (STXM)

[
»

: %// //// P <
U

L’

Read Registers (SRXM)

/

Hardware Settings [Client] e x|

Hardware Settings [Client] E x|

PO | Memory | Password | S-Bus | Serial | Modem | Frofi 5 8us  TCRAP |Ea.eway|
¥ TCPAP : Slot B2, Channel 8
IP Node: [I" [SPRIClentiPode
IPaddess:  [192 .[ie8 iz .[/6  DHCR [ PG Port 2]
SubnelMask. [255 [%65 [255 [0 Slave:
DefaultRouter: [15z . [168 .[1z .[221 Network Groups.

0K | Concel Help

Save b Open Upload Dowrload.. |

PCD | Memo | Passwerd | 5-8us | Serial | Modem | 7ioi=-60s TERAP | Gateway |

¥ TCPAP: Slat B2, Channel 8

1P Node: 0 |5 PRJ Client PNode

iPaddess |15z [ies Jiz [rd  DHCP T PEL Port: [#
Subnethask: [285 [255 [285 [0 Save:

Defau Router [192 [ies [iz [ear Network Gioups.
SaveAs Open Upload. Download | 0K | Help
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Station A sends/receives 4 registers to/from station B practically simultaneously.

& SBC Fupla Editor [IP_FBox] - [IP_com]* [_[51x]
File Edit Yew Poject Online Mode Block Page Symbols Help
DEHE P 2EnEXABG D SHE ETE (&(000Q L08R >
IP_Com
g S Bus Master 1P ref:lP_Com =
- U Master @ EASiDiag @ 4
Clr Err
=X -—\;Lf . -
i fIP_C °
| el Qrm
R2 RV @ T
R 3 11
- p 12
Type = Transmit Integer : Name = : Factor=3[0.19] |Block: COB BL_3BSEB7EE  [Pane: 1/1 [58:x54] 100z | |OFFLINE

SASI IP master setting
Channel to select in the SASI setting:

-Channel 9 for PCD1.M130, PCD2.M150
-Channel 8 for PCD2/4.M170

4" SB( Fupla Editor [IP_FBox] - [IP_com]*

File Edit %iew Project Online Mode Block Pag®

DESH&E s hEx 0BG hw SEO[ET

W

{ Diefauitall |

Sendall |

Channel

1> [emoaue 52 ]

Gateway

B C—

— [ General | —
SASI

Clear errars.

—{ Acivity F—
Node

[tation

Wedia

R0
R 1
Rz
R 3

Address

—-[ Receive diaghostic J-—
Raceiva busy
Diagnastic

—--[ Transmit diagnostic |-
Transmit busy

Diagnostic

Mot executed

Tyne = SAS| 5-Bus Master [P Name = IP_Cam

|Block: COB BL_3B5EB766  |Pane: 1/1[58x541 o0z | |OFFLINE
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SASI IP diagnostic setting

£*SBC Fupla Editor [IP_FBox] - [IP_com]* P
Eile Edit Yiew Project Online Mode Block Page Symbols Help

DSRS0y EXxO0EG xS0 EEE |« QA8 WEw 2 <>

W £ Adjust: SASI Diagnostic [_ O[]
h [[Defeiai | | ecer | o | ok | Cancel | Help |

----[ Diagnostic SAS1]-—--- ﬂ
SASI.

--—[ Diagnostic Flags |-—-

[ | Receive buffer

[ | Receive buffer

= | Receive Diagnostic

= | Transmit buffer

= | Transmit buffer

(=] m | Transmit Diagnostic
= = | [Text output
=] fu | Motexecuted
=5 | ----[ Diagnistic Register |-
= | Clearerrars GlEar
| |0 Overrun
u 1 Parity
l 2 Framing
3 Break
-
4 BCCICRC

5 5-Bus PGU Status

B Transmissian

Toveflow [F—— =
8
- -
= |
= -
Type = SAS| Diagnostic: Name = |Block: COB BL_3B5EB766  [Page: 1/1[58x54] [100% | |OFFLINE

Send/Receive setting

The sole difference between the IP S-Bus and the serial S-Bus is the node in the
addressing setting.

*SBC Fupla Editor [IP_FBox] - [IP_com]* B[]
File Edit ¥iew Project Online Mode Block Page Symbols Help

D S 8B G h=EX ORGP @@ =

HEIEEEEITOnEE T

= -
- IP_Ci i
| om ref IP_Com -
L S-Bus Master P @ 4
I Clr Ermr 4
- -
-
- -
- -
-
~ 0
=1
= 2 10
= 3 =11
N preference 1
- ERE—
R T Adjust: Transmit Integer
Ll Sendall Ok | Cancel Help
j= | Initialization ﬂ Mo o
j= | MOde ﬂ a
ju= | Destination station ﬂ a
lw |Destination element ﬂ Register |
lw | Destination address ﬂ 1000
les | Manual transmit Exepiitel
=
- 1
Type = Transmit Intecier : Marme = : Factor= 30.19] |Block: COB BL_3B5EB766  [Pacre: 1/1 [58x54] [100% | |OFFLINE
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4.2.3

4.2.4

Programming the S-bus via Ethernet

S-Bus IP multimaster

Several masters can be connected to an S-Bus IP slave port. Each master gateway
(MGWY) has 4 request buffers (PCD1, 1 buffer), which are reserved for processing
4 parallel requests to the MGWY.

You can find more details in Chapter 3 “Attributes and functions”.

Broadcast telegrams via S-Bus IP
Two different transmission types are allowed for broadcast telegrams (for synchroni-
sation with a client station):

) Broadcast restricted to the S-Bus network (without Ethernet)
) Broadcast over the whole Ethernet, including all S-Bus stations under the
gateway station addressed.

You can find more details in Chapter 3 “Attributes and functions”.
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4.3 Programming the Open Data Mode via Ethernet

Open Data Mode is generally used for PCD communication with a station from a
third-party manufacturer which does not support S-Bus. This makes it possible to
implement any third-party protocol. If necessary, two PCDs can also communicate
using the Open Data Mode.

Stations from third-party manufacturers do not support proprietary protocols (such as
S-Bus). For this reason, only unprocessed blocks of data (numbers, strings without
headers) should be transferred via IP. n

While the PCD can send data to a remote station, in client mode, no data can be
requested directly from the remote station. The data received in Open Data Mode is
sent to the application layer.

When using the UDP transfer protocol, it is not possible to determine whether the
connection between two stations has been broken. This feature must be implemented
by the user in the application layer. A communication monitoring procedure able to
detect interruptions to communication is included in the TCP protocol.

4.3.1 Description of Open Data Mode

In Open Data Mode, the unprocessed data is appended to the UDP or TCP header
and then sent. When using S-Bus via UDP, the data is always attached to the UDP
header.

4.3.2 Configuration

The IP module must be configured for S-Bus via IP with the IP address, subnet mask
and default router, using the Hardware Settings in PG5. No further configuration

is necessary. Open Data Mode is initialised by the command InitODM in the user
program.
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Important characteristics of UDP and TCP in Open Data Mode

General characteristic:

In Open Data Mode UDP and TCP, owing to the size of the mailbox between the
Ethernet TCP/IP modul and the PCD, ensure that the maximum length of transmitted
user data does not exceed 1536 bytes (720 bytes with PCD7.F650/F655) per tel-
egram. Data exceeding this length will be lost during transmission.

TCP characteristics:

TCP is a connection- and flow-oriented protocol. Thus, it may be the case that
individual parts of a telegram are sent over the Ethernet separately or that several
telegrams are combined into one. It is the duty of the user at the receiving end to
reassemble the telegrams again as needed. TCP guarantees, however, that the data
will arrive in the correct order. TCP has implemented a check layer which guarantees
the transmission of any packets that must be repeated. Using TCP on the Ethernet,
no data will be lost.

TCP provides information about the status of the connection.

In TCP, the client/server principle is predominant. Before the two communication
end points connect, they are designated as either the client or the server. The server
awaits a connection from a client. A server is able to connect to different clients via
the same input port. The client, however, is only able to connect to one server via its
single output port. If a connection is established between the client and the server,
both sides are able to send data. At this stage, both are effectively clients. Both are
also able to terminate a connection.

UDP characteristics:

UDP is a connectionless, telegram-oriented protocol. Complete telegrams are sent
individually, and only once. However, there is no layer which checks the data traffic,
as exists for repeated packets with TCP. There is no guarantee that the telegrams
will reach their destination. The user must program their own checking mechanisms,
such as handshakes. Every station is able to send telegrams to every other station,
meaning that there is no client/server relationship. Using UDP, it is also impossible
to receive telegrams containing more than 1536 bytes (720 bytes with PCD7.F650/
F655) of user data (the size of the communication mailbox).

A global diagnostic flag provides information as to whether there is a connection with
the nearest hub/switch. This connection can be tested at any time, for example before
a UDP telegram is sent.
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4.3.4 Programming with IL

Open Data Mode is programmed using system functions.
Call System Function

This is a type of instruction extension with various libraries. The call resembles an
FB call. Alibrary is provided for the Ethernet TCP/IP module. This library is part of
the firmware. Functions are called using the CSF instruction. CSF instructions are
employed to communicate between the Ethernet TCP/IP module and the PCD via
a shared mailbox (send buffer, receive buffer). Thus the user of CSF instructions

controls the communication of Open Data Mode and is responsible for the correct n
flow of communication via the mailbox. This includes, for example, ensuring that no
telegrams are left in the mailbox.

Definition of the CSF (Call System Function):

CSF [cc] <Library>
<Function>
[<parameter 1>]
[<parameter 2>]

[<parameter n>]

Example:
CSF [cc] S.IP.Library
S.IP.InitODM
F 1000
R 1000
1000

The PCD2.M480 can be equipped with two PCD7.F65x. Depending on the slot (B1
or B2), the description of the library for the initialisation of Open Data Mode must be
adapted.

Example for slot B1: CSF [cc] S.IP.Library_SlotB1
S.IP.InitODM
F 1000
R 1000
1000

Example for slot B2: CSF [cc] S.IP.Library_SlotB2
S.IP.InitODM
F 2000
R 2000
1000
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Overview of the available CSFs for Open Data Mode. Details on the different
functions are provided in the following pages.

CSF 0 |IPODMInit

CSF 1 IPODMOpenUDP

CSF 2 |IPODMOpenClientTCP
CSF 3 |IPODMOpenServerTCP
CSF 4 IPODMClose

CSF 5 IPODMConnectTCP
CSF 6 IPODMDisconnectTCP

CSF 7 IPODMGetConnectionTCP n
CSF 8 |IPODMAcceptTCP
CSF9 |IPODMSend

CSF 10 |IPODMRead

CSF 11 |IPODMSendRev
CSF 12 |IPODMReadRev

Here are two examples in block diagram form to explain how these CSFs are used.
To simplify the diagrams, “JR -1“ steps are used for YES/NO queries.

First of all, UDP communication: The “Open Data Mode” CSF is required in

order to initialise Open Data Mode. As UDP is connectionless, no connection is
established between the communication subscribers. There is therefore no client/
server relationship and each subscriber is able to communicate with any other UDP
subscriber. The only prerequisite is that the target subscriber has a UDP socket open
on a port known to the sending subscriber. In the following example, is it assumed
that another addressable subscriber with IP address 192.168.12.15 and an open
UDP socket at port 6061 is connected to the network. As explained later in detail,
handling of the diagnostic flag “RDATA" (data received) must be assigned the highest
priority.
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UDP

l

CSF InitODM
A 4
Read out n
TBSY the data
global S
N
Y
A 4
Channel 10
CSF OpenUDP LocalPort 6060

»la
Lt

Y

TBSY | TACT |
global  local

Channel 10
RemotelP 192.168.12.15
RemotePort 6061

CSF SendData

An example of TCP communication: The “Open Data Mode” CSF is required in order
to initialise Open Data Mode. As TCP is connection-oriented, the client must establish
a connection to its server over which telegrams can then be exchanged. The client
opens a TCP client socket using “OpenCLientTCP” and the server opens a TCP
server socket via “OpenServerTCP”. The server listens on this port for a connection
request. This is why it is often referred to as the “Listener Socket”. The “ConnectTCP”
CSF causes the client to connect to the server subscriber using 192.168.12.95 and
port 5052. Once the connection is successfully established, there is essentially no
longer a difference between client and server. Both subscribers can then take the
initiative and send each other telegrams and requests. Both also have the ability to
terminate the connection at any point. As explained later in detail, handling of the
diagnostic flag “RDATA® (data received) must be assigned the highest priority.
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TCP

PCD 1 (Client)
192.168.12.94

l

CSF InitODM

Read out
the data

Channel 11
LocalPort 5051

CSF
OpenClientTCP

TBSY | TACT
global  local

Channel 11
RemotelP *.95

CSF
ConnectTCP

LocalPort 5052

Channel 11

CSF
ReceiveData

Channel 11
RemotelP *.95

CSF SendData

LocalPort 5052

&

Programming the Open Data Mode via Ethernet

PCD 2 (Server)
192.168.12.95

|

CSF InitODM

CSF
OpenServerTCP

RDATA |
global

CSF
ReceiveData

BSY | TACT| X
giobal local

Read out
the data

Channel 12
LocalPort 5052

Channel 11

Channel 12
RemotelP *.94
LocalPort 5051
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4.3.5 InitODM

Under PG5 1.4 a first provisionnal mechanism has been introduced to share the ODM
mode between SBC and Engiby’s libraries. Because only few user applications have
been concerned by this case under PG5 1.4 this old principle is not described here.

For PG5 2.0, a more universal principle has been implemented and should now be
respected by all devopers of communication application under ODM mode. This
version is described in this document and allows the usage of the ODM by several

libraries in parallel. n

4.3.5.1 Initialization of ODM mode

The ODM mode must be initialized once in the CPU for all applications by mean of
a SCF instruction. This instruction cannot be placed in the user application norin a
communication library because only one will succeed in case of shared ODM.

To solve this point, the ODM initialisation is now executed by the SPM when the cor-
responding option is set in the Device Configurator under the Ethernet options, in the
TCP/IP group

Initialize Open Data Made Yes v
Telegram Reading Timeout 1000

By setting the the option to Yes, 3 actions are executed by SPM:
[ The necessary code to initialize the ODM is generated
[ The Reading timeout is defined for all appplications

[ A set of system symbols are published

4.3.5.2 Telegram Reading timeout

The default (and recommended value) for the Reading Timeout is 1000 milli-seconds.
This value is valid for all application part using the ODM. It is the maximum time
allowed for reading of a received datagram. Each application is responsible for the
reading of its addressed packages. As long as a packet is not read from the reception
buffer, no other ones (for other applications) can be read. Therefore, the reading time-
out is a security mechanism to ensure that one application cannot lock the reception
buffer used by other application.

However, if an application is not anymore reading received datagram it will drastically
slow down the communication of other application parts and may even cause to lost
of packages addressed to others.

Therefore, an application using the shared ODM must allways check for incoming
packages and read them as fast as possible. If the immediate processing of the
package is not possible the package should be read and stored in a temporary buffer
(or ignored with error indication).
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4.3.5.3 System symbols

This is the list of published system symbols.

PR

:J CPU

=g odm

— ¢ FlagDiag

[— & InitEmor

— & InitExec

— & Initialized

— 5 Initialized

I— < ReadTimeout

—5 ReadTimeout
— 5 ReadTimeout
'— & ReaChannel

Description

s.odm.FlagDiag Base address of 8 diagnostic flags. See Ethernet manual for de-
tails.

s.odm.FlagDiag+0 Transmission busy

s.odm.FlagDiag+1 Reception busy

s.odm.FlagDiag+2 Connection event received

s.odm.InitError Initialization failed. Valid only if InitExec is set

s.odm.InitExec Initialization has been executed

s.odm.Initialized ODM initialization option is set

s.odm.ReadTimeout Reading timeout value in milli-sec

s.odm.RegChannel Register indicating the concerned channel by a received package

The application using the shared ODM should first check that the ODM option has
been set and issue a message ($warning, $error or even $fatal) if it's not thecase.
Assembler directives should also be used to avoid further assembler errors if ODM is
not initilaized. This make the understanding and correction of the problem easier for
users.

Example :

Sifndef s.odm.initialized
Serror Driver xyz, ODM not initialized. See Device configurator.
exitm ;exit macro to avoid further errors

Selse

$if s.odm.initialized = 0
Serror Driver xyz, ODM not initialized. See Device configurator.
exitm ;exit macro to avoid further errors

Sendif

Sendif
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4.3.5.4 Initialisation execution and error

Before to use the shared ODM, the application must ensure that the initialisation is
executed without error. Because we cannot predict where the code in $init section
is placed, this check must be done in COB segment using the both system symbols:
s.odm.InitExec and s.odm.InitError.

Example:
Scobseg n
sth s.odm.InitExec ; sExecuted
anl s.odm.InitError ;;wihtout error
jr 1 1 skip ;;—->Not yet initialized or error
;7Else ready to use ODM
$endcobseg

4.3.5.5 Choose of ODM channel
Don‘t mix up S-Bus channels indication (8 or 9) in the Device configurator. Those
channels are only valid for S-Bus and select the accessed Ethernet card.

For the ODM mode, each CPU has a limited number of logical channels. Each driver
must use a different channel. Therefore, the ODM channel number must be adjusta-
ble by the user to be able to avoid channel collisions.

The number of channels are specificated in chapter 4.3.7

Mechanism for a dynamic allocation of ODM channels is under study. It is not
yet introduced in this document.

In the meantime, the following rules apply:

[ Channels 1 to 10 (adjustable) should be used for user applications
and third party libraries.

] Channels 11 to 19 reserved for future use

[ Channels 20 to 29 (not adjustable) are used for SBC standard
Saia PG5® FBoxes (WAA library)
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4.3.5.6 Package reception

As explained above, each application using the shared ODM must cyclicaly check the
reception of packages and read the received packages and only packages addressed
to its channel as fast as possible.

The application must check the channel which a package is address to using the sys-
tem symbol s.odm.RegChannel.

Example: n

sth s.odm.FlagDiag+l

jr 1 1 no data ;;->No reception
cmp .s.odm.RegChannel
My Channel
acc z
jr 1 1 no _data ;;->Not for my channel

CSF ReceiveData

4.3.5.7 Connection events reception

The same rules apply for the reception of connection events if you are using the TCP
client connection filter.

The application must cyclicaly check the reception of events and read the received
events and only events addressed to its channel as fast as possible.

The application must check the channel which an event is address to using the sys-
tem symbol s.odm.RegChannel.

Note that the same register is used to indicate the channel for data package and
connection evnets. The FW ensures that only one of both flags (data reception and
event reception) is set at the same time. Therfore, it is also important to allways read
connection events even if the events can be ignored in some situations.

Example:

sth s.odm.FlagDiag+2

jr 1 1 no_event ;;->No event reception
cmp s.odm.RegChannel
My Channel
acc z
jr 1 1 no_event ;;—>Not for my channel

CSF Get connection event
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4.3.6 Diagnostics

Global diagnostic flags

Address |Name Description:

XXXX TBSY Transmitter busy
XXXX + 1 RDATA Receive data server
XXXX + 2 RCON Connection

XXXX + 3 Reserved
XXXX + 4 Reserved

XXXX + 5 Reserved
XXXX + 6 XBSY Physical link

XXXX + 7 Reserved

Transmitter busy (TBSY)? Set if there is a telegram in the send buffer It is not
possible to send data to any other channel when this
flag is set.

Receive data (RDATA)t Set if there is a telegram in the receive buffer. This
is the most important flag for Open Data Mode and
must accordingly be handled with the highest priority.
As soon as there is data in the receive mailbox on the
PCD - as indicated by RDATA “H” (high) - the mailbox
must be read by the PCD, the data processed, and
the mailbox vacated again for all channels by calling
the Receive command. The send and receive buffers
can hold a maximum of 1536 bytes (720 bytes with
PCD7.F650/F655) of user data per transaction (send/
receive).
When a data telegram is received - RDATA “H” (high) -
the contents of the channel register (global diagnostic
on InitODM) shows which channel the data has been
sent on. Important in this respect: If the local station
is communicating with more than one opposite
station (for example, a TCP server which is connected
to several TCP clients), before the “Receive Data /
Receive Data Rev’ CSF is called, the contents of the
channel register must be cached. This means that af-
ter the data has been retrieved, the copy of the chan-
nel register can be used again, because, right after the
“Receive Data / Receive Data Rev” CSF is called, the
next incoming telegram moves up, and the contents of
the channel register can be modified.

ﬂ For information on this, see also the entry FAQ #100584 “Receive data in Open Data
Mode”.
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TCP

PCD 1 (Client)

Yl

192.168.12.94

global

CSF InitODM

Channel 11
LocalPort 5051

CSF
OpenClientTCP

Y

TBSY | TACT
global  local

Channel 11
RemotelP *.95

CSF
ConnectTCP

LocalPort 5052

RDATA |
global

Channel 11

CSF
ReceiveData

Y| TACT| XC
bal local |

Channel 11
RemotelP *.95

CSF SendData

LocalPort 5052

Receiver connection

(RCON)t

A

Programming the Open Data Mode via Ethernet

PCD 2 (Server)
192.168.12.95

CSF InitODM

CSF
OpenServerTCP

RDATA |
global

CSF
ReceiveData

CSF SendData

Channel 12
LocalPort 5052

Channel 11

Channel 12
RemotelP *.94
LocalPort 5051

Set if a change occurs to a connection with a TCP server

and the “GetConnectionTCP” function must be executed at

the same time.
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Physical Link (XBSY) Indicates whether a physical link to the next
hub/switch exists or not. Set to “H* (high)
when the Ethernet TCP/IP module detects a
physical link and to “L”(low) when the physical link is lost.
is lost.

Channel diagnostic flags

In Open Data Mode, the user programs almost directly into an abstraction layer
via the Berkeley sockets. In order to simplify and abstract programming, so-called
channels are used. Practically every socket on the Ethernet TCP/IP module (UDP

and TCP Open Data Mode) has a virtual channel which is used for communication.

Each channel has its own diagnostic flags and diagnostic register. The channels are
accessed using the functions “OpenUDP”, “OpenClientTCP”, “OpenServerTCP”,
“Close”, “ConnectTCP”, “DisconnectTCP”, “AcceptConnectionTCP”, “SendData”,
“SendDataRevVv”, “ReceiveData” and “ReceiveDataReVv”.

Address [Name Description:

XXXX RDIA Receiver diagnostic
XXXX + 1 TACT Transmitter active
XXXX + 2 TDIA Transmitter diagnostic
XXXX + 3 XCON Port connected

XXXX + 4 NEXE Not executed

XXXX + 5 Reserved

XXXX + 6 Reserved

XXXX + 7 Reserved

Receiver diagnostic (RDIA)t The diagnostic register contains a receiver diagnostic.
The flag is set to “H” if an error is detected on receiving a
telegram. You will find an in-depth description of the error
in the diagnostic register (bits 0 to 15). The flag is reset as
soon as all receiver diagnostic bits in the diagnostic register
have been reset.

Transmitter active (TACT)?  Set if a telegram is in the send buffer. It is not possible to
send other data on this channel or to connect or disconnect
this channel until TACT is no longer in effect.

Transmitter diagnostic The diagnostic register contains a transmitter diagnostic. It

(TDIA)t is set to “H” if an error is detected while sending a telegram.
An in-depth description of the error can be found in the di-
agnostic register (bits 16 to 31). The flag is reset as soon as
all transmiter diagnostic bits in the diagnostic register have

been reset.

Port connected (XCON)t The TCP port is connected to another TCP station.

Not executed (NEXE)? Set if an instruction is incomplete or was not executed. The
flag is reset by the next successful communication instruc-
tion.
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Channel diagnostic register

Bit

Designation

Description

Read timeout error

A telegram was not read from the buffer.

Not used

Not used

Not used

Not used

Not used

Not used

Not used

Length error

The telegram received is longer than the buffer

O[N] |WwIN|~|O

RECEIVER

Not used

Address error

Error while converting the IP address from the buffer

Not used

Range error

Invalid element address

13 |Status error Invalid status
14 |Rx Mailbox error | Mailbox contains no data
15 [Rx Channel error |Incorrect channel number
16 [Not used
17 |Not used
18 |Not used
19 |Not used
20 |Not used
% 21 |Not used
||: 22 |Not used
S | 23 [Stat. not present [Destination station does not exist
%’ 24 |Not used
é 25 |Not used
| 26 |Not used
27 |Not used
28 [Range error Invalid element address
29 |Add error Port does not exist or port and address do not match
30 |No connection The connection to this station is not open

31

Program error

Impermissible send attempt

Each bit which is et to “H* (high) in the diagnostic register remains set until
it is reset manually by the user program or debugger manuell zurickgesetzt
wird.

Read timeout error (bit 0)

Length Error (bit 8)

Set to “H" if a telegram is not read from the buffer. Buffer
timeout is too short or channel was not read.

Set to “H” if the telegram exceeds the length of the buffer.
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Address error (bit 10)

Range error (bit 12)
Mailbox error (bit 14)
Channel error (bit 15)
Target not present (bit 23)

Range error (bit 28)
TxNode Error (bit 29)
TxNode Error (bit 29)
TxNode Error (bit 29)
No connection (bit 30)

Programming the Open Data Mode via Ethernet

Set to “H” if an error occurs during the conversion of the IP
address from the buffer:

e Conversion in register

e Text too short

Set to “H” if the element address is invalid.
Set to “H” if the mailbox contains no data.
Set to “H” if the channel number is incorrect.

Set to “H” if the destination station cannot be contacted on
the network. For example, if there is no physical link to the
next hub/switch and a telegram is sent by UDP (not PCD?7.
F655), or if the transmitting socket in the TCP/IP stack
reports an error, causing the telegram not to be sent on the
Ethernet.

Set to “H” if the element address is invalid.

Set to “H” if the node does not exist.

Set to “H” if the node does not exist.

Set to “H” if the node does not exist.

Set to “H* if the connection to this station is not open.

General determination of the channel management for OpenUDP, OpenCli-

entTCP and OpenServerTCP

4.3.7 Amount of ODM channels

The total number of channels permitted per PCD (TCP and UDP) depends on the

PCD system. They are the following:

PCD system PCD1.M130 PCD2.M150 PCDx.M170 PCD2.M480
number of channels 16 32 32 32
PCD system PCD3.Mxxxx PCD1.M2xx0 PCD2.M5

number of channels 32 32 32

It should also be mentioned that S-Bus UDP requires a single channel if both

the input port (S-Bus server) and output port (S-Bus client) are set to 5050. If the
S-Bus server and S-Bus client are using different ports, the system needs two
channels. The additional channels can then be used in Open Data Mode, meaning
that, for this table, all channels opened using “OpenUDP”, “OpenTCPClient” and
“OpenTCPServer” are considered jointly.
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4.3.8 OpenUDP

Opens a UDP channel in IP Open Data Mode (corresponds with a “socket” and “bind*
in the Berkeley standard). After this call, telegrams can be sent via this UDP channel.

This function can be executed only if TBSY is set to “L” (low). CSF

[cc]  S.IP.Library ; IP library
S.IP.OpenUDP ; “Open UDP channel” function
— LocalPort ; the local IP port over which data is
; sent/received (R/K)
— Ch_Diag_Flag ; basis of the channel diagnostic flags n
; (8 flags) (F)

— Ch_Diag_Register ; channel diagnostic register (R)

LocalPort: selection of the local port for Open Data Mode UDP communication
0 = a free port is selected on the system
X = direct assignment of the local port by the user
Local port 5050 is reserved for S-Bus UDP mode.

TACT? when the command “OpenUDP” has been stored in the communication
mailbox of the Ethernet TCP/IP module.
TACT| after an ACK response has been received from the Ethernet TCP/IP
module. A new Open Data Mode command can be executed.
NEXE1? If, for example the local IP port is already in use.
Example: CSF [cc]  S.IP.Library ; library
S.IP.OpenUDP : function
10 ; channel 10
5000 ; Port 5000
F 1010 ; basis of the channel diag.
; nose-flags
R 1 ; channel diagnostic register
Flags: If the firmware does not offer IP Open Data Mode support,

the Error (E) flag is set.
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4.3.9 OpenClientTCP

Opens a TCP channel in IP Open Data Mode (corresponds with a “socket” and “bind”
in the Berkeley standard). After this call, the TCP client can connect to a TCP server.

n This function can be executed only if TBSY is set to “L” (low).

CSF [cc]  S.IP.Library ; IP library
S.IP.OpenClientTCP ; “Open TCP channel” function
— LocalPort ; the local IP port over which data is
; sent/received (R/K)
— Ch_Diag_Fla ¢ ; basis of the channel diagnostic flags n

; (8 flags) (F)

— Ch_Diag_Register ; channel diagnostic register (R) Conn_Tout
— Conn_Tout ; connection timeout: 0=none, x=sec.
; (RIK)

LocalPort: selection of the local port for Open Data Mode TCP communication
0 = a free port is selected on the system
X = direct assignment of the local port by the user
Although local port 5050 is reserved for S-Bus UDP communication,
this port can still be used in TCP.

Conn_Tout: if Conn_Tout (seconds) is exceeded without a telegram being
received via the channel, the channel is closed (unless something is
being received).

° 0 = no timeout check
° x = timeout check every x seconds
TACT? when the command “OpenClientTCP” has been stored in the
communication mailbox of the Ethernet TCP/IP module.
TACT| after an ACK response has been received from the Ethernet TCP/IP
module. A new Open Data Mode command can be executed.
NEXE1? if, for example, the local IP port is already in use.
Example: CSF [cc] S.IP.Library ; library
S.IP.OpenClientTCP ; function
10 : channel 10
5555 ; Port 5555
F 1010 ; basis of the channel diag.
; nose flags
R 1 ; channel diagnostic register
R?2 ; connection timeout
Flags: If the firmware does not offer IP Open Data Mode support,

the Error (E) flag is set.
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4.3.10 OpenServerTCP

Opens a TCP server channel in IP Open Data Mode (corresponds to a “socket”,
“bind” and “accept” in the Berkeley standard). After this call, the TCP server is ready
to accept a connection from a TCP client.

n This function can be executed only if TBSY is set to “L” (low).

CSF [cc] S.IPLibrary ; IP library
S.IP.OpenServerTCP ; “Open UDP channel” function

— Channel ; channel no. (R/K)

— LocalPort ; the local IP port over which data is n
; sent/received (R/K)

— Ch_Diag_Flag ; basis of the channel diagnostic flags
; (8 flags) (F)

— Ch_Diag_Register ; channel diagnostic register (R) Conn_Tout

— Connection_filter ; connection filter (R/K)

— Conn_Tout ; connection timeout: 0=none, x=sec.
; (RIK)

LocalPort: selection of the local port for Open Data Mode UDP communication
0 = a free port is selected on the system
X = direct assignment of the local port by the user
Although local port 5050 is reserved for S-Bus UDP communication,
this port can still be used in TCP.

Connection e 0 = no filter, no connection info available (automatically
_filter accept all clients)
(only on ° 1 = no filter, connection info available (automatically
TCP server) accept all clients)
° 2 = Filter request to accept the client, connection infoavailable

Conn_Tout: if Conn_Tout (seconds) is exceeded without a telegram being
received via the channel, the channel is closed (unless
something is being received).

° 0 = no timeout check
° x = timeout check every x seconds
TACT? when the command “OpenUDP” has been stored in the communication
mailbox of the Ethernet TCP/IP module.
TACT| after an ACK response has been received from the Ethernet TCP/IP
module. A new Open Data Mode command can be executed.
NEXE1? if, for example, the local IP port is already in use.
Example: CSF [cc] S.IP.Library ; library
S.IP.OpenServerTCP ; function
10 : channel 10
5432 ; Port 5432
F 1010 ; basis of the channel diag.
; nose flags
R 1 ; channel diagnostic register
0 : no filter
R2 ; connection timeout
Flags: If the firmware does not offer IP Open Data Mode support,

the Error (E) flag is set.
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4.3.11 Close

Closes a channel in IP Open Data Mode (corresponds to a “closesocket” in the

Berkeley standard).
This function can be executed only if TACT is set to “L” (low).
CSF [cc] S.IPLibrary ; IP library
S.IP.Close ; “Close channel” function
- Channel ; channel no. (R/K)
Example: CSF [cc] S.IP.Library ; library
S.IP.Close ; function
10 ; channel 10
Flags: If the firmware does not offer IP Open Data Mode support,

the Error (E) flag is set.

The diagnostic flags and diagnostic register which were temporarily defined for

this channel should not be used anymore after the “Close” until they have been
reinitialised and reassigned. The “Close” CSF terminates the connection between the
two stations on PCD7.F650/1/2 immediately. In this case, the PCD7.F655 behaves a
little differently. The difference is described in the following example:

A TCP client connects to a TCP server and sends a telegram. The global diagnostic
flag RDATA? is set on the server. However, the server does not read the telegram

at that precise moment. If the client then issues a “Close”, the socket on the client

is closed immediately. On the server, the socket is closed only when the above
mentioned telegram has been read and the global diagnostic flag RDATA® has been
set to “low". This prevents any telegrams from being lost in the TCP server when the
connection is closed.
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4.3.12 ConnectTCP

Connects a client TCP channel in IP Open Data Mode to a server TCP
channel (corresponds with a “connect” in the Berkeley standard). After this call,
communication can occur over the TCP connection.

n This function can be executed only if TACT and TBSY are set to “L” (low).

CSF [cc] S.IPLibrary ; IP library
S.IP.ConnectTCP ; “Connect TCP channel” function
- Channel ; channel no. (R/K)
— RemotelP/Node ; IP address of the remote server
; (RIK/IX)*
— Remote Port ; IP port of the remote server (R/K)
*) see chapter: IP address decoding
TBSY? when the command “ConnectTCP” has been stored in the
communication mailbox of the Ethernet TCP/IP module.
TACT? when the command “ConnectTCP” has been stored in the
communication mailbox of the Ethernet TCP/IP module.
TBSY| after the Ethernet TCP/IP module has read the “ConnectTCP* from

the communication mailbox. A new Open Data Mode command can
be executed.

TACT| after an ACK response has been received from the Ethernet TCP/IP
module. A new Open Data Mode command can be executed.

XCON? when the “Connected Event” is returned by the Ethernet TCP/IP module.
There is now a connection between the TCP client and the

TCP server.
Example: CSF [cc] S.IP.Library ; library
S.IP.ConnectTCP : function
10 : channel 10
R5 : remote IP address
5555 ; Port 5555
Flags: If the firmware does not offer IP Open Data Mode support,

the Error (E) flag is set.

Until the ConnectTCP CSF has been completed, its parameters “RemotelP/Node”
and “RemotePort” must not be changed.
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DisconnectTCP

Disconnects a TCP channel in IP Open Data Mode. (corresponds with a “closesock-
et in the Berkeley standard). This function can be executed on a TCP client and TCP
server channel.

This function can be executed only if TACT and TBSY are set to “L” (low)

CSF [cc] S.IPLibrary ; IP library
S.IP.DisconnectTCP ; “Disconnect TCP channel” function
- Channel ; channel no. (R/K)
— RemotelP/Node ; IP address of the remote server
; (RIK/IX)*
— Remote Port ; IP port of the remote server (R/K)
*) see chapter: IP address decoding
TBSY? when the command “DisconnectTCP” has been stored in the
communication mailbox of the Ethernet TCP/IP module.
TACT? when the command “DisconnectTCP” has been stored in the
communication mailbox of the Ethernet TCP/IP module.
TBSY| after the Ethernet TCP/IP module has read the “ConnectTCP* from

the communication mailbox. A new Open Data Mode command can
be executed.

TACT| after an ACK response has been received from the Ethernet TCP/IP
module. A new Open Data Mode command can be executed.

XCON? when the “Connected Event” is returned by the Ethernet TCP/IP
module. There is now a connection between the TCP client and the

TCP server.
Example: CSF [cc] S.IP.Library ; library
S.IP.DisconnectTCP ; function
10 : channel 10
R5 : remote IP address
5555 ; Port 5555
Flags: If the firmware does not offer IP Open Data Mode support,

the Error (E) flag is set.

The “Disconnect” CSF immediately terminates the connection between the two
stations on PCD7.F650/1/2 and the XCON | diagnostic flag instantly displays the
connection status. In this case, the PCD7.F655 behaves a little differently. The
difference is described in the following example: A TCP client connects to a TCP
server and sends a telegram. The global diagnostic flag

RDATA 1 is set on the server. However, the server does not read the telegram at that
precise moment. If the client then issues a “Disconnect”, the XCON| diagnostic flag
on the client is immediately set to “low”. On the server, XCON| is only set to “low”
when the above mentioned telegram has been read and the global diagnostic flag
RDATA? has been set to “low“. This prevents any telegrams from being lost in the
TCP server when the connection is terminated.
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4.3.14 GetConnectionTCP

Reads the connection data for a TCP channel in IP Open Data Mode

RCON? displays changes to a TCP client or server. The change can be read
from the server using the “GetConnectionTCP” command. The
information about the status “Connection requested/ Connected/
Disconnected” can be read only if the filter in the previously defined
TCP server is set to 1 or 2. “GetConnectionTCP” can be executed on
only one TCP server channel. If several channels are being used, the
channel which is specified in the channel register should be accessed. n

CSF [cc] S.IPLibrary ; IP library
S.IP.GetconnectionTCP ; “TCP-channel connection data” function
Channel ; channel no. (R/K)
RemotelP/Node ; IP address of the remote server
; (RIK/IX)*
— Remote Port ; IP port of the remote server (R/K)
Status ; connection status™*
*) see chapter: IP address decoding
**) Status: O=client requesting connection and awaiting acceptance
from the server
1=connected
2=disconnected

—
—

RCON| after the GetconnectionTCP command is executed

Example: CSF [cc] S.IP.Library ; library
S.IP.GetconnectionTCP ; function
10 ; channel 10
R100 ; remote |IP address
R101 ; remote port
R102 ; status

Flags: If the firmware does not offer IP Open Data Mode support,

the Error (E) flag is set.
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4.3.15 AcceptConnectionTCP

Accepts a connection on a server TCP channel in IP Open Data Mode. This function
can be used only in conjunction with a TCP server station which has been defined in
“OpenServerTCP” with connection filter options “1” or “2”.

n This function can be executed only if TACT and TBSY are set to “L” (low)

CSF [cc] S.IPLibrary ; IP library
S.IP.AcceptconnectionTCP ; “TCP-channel connection data” function
- Channel ; channel no. (R/K)
- Status ; connection status® n
*) Status: O=accept connection
1=reject connection
Example: CSF [cc] S.IP.Library ; library
S.IP.AcceptconnectionTCP ; function
10 : channel 10
0 ; status=accept connection
: nehmen
Flags: If the firmware does not offer IP Open Data Mode support,

the Error (E) flag is set.
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4.3.16 SendData

Sends data over a channel in IP Open Data Mode (corresponds with a “send” for TCP
or a “sendto” for UDP in the Berkeley standard).

n This function can be executed only if TBSY and TACT are set to “L” (low).

CSF [cc] S.IPLibrary ; IP library
S.IP.SendData ; “Send data” function
Channel ; channel no. (R/K)
RemotelP/Node ; IP address for sending data

; (RIKIX)* n
Remote Port ; IP port of the remote server (R/K)
Datalength ; length of data to be sent (R/K)**
Data ; data buffer (R/X/DB)
*) see chapter: IP address decoding
**) The max. length for sent data is 1536 bytes
TACT? when the command “SendData” has been stored in the communication

mailbox of the Ethernet TCP/IP module.

TBSY? when the command “SendData” has been stored in the communication
mailbox of the Ethernet TCP/IP module.

TACT| after an ACK response has been received from the Ethernet TCP/IP
module.

TBSY| after the Ethernet TCP/IP module has read the “SendData“ from the
communication mailbox. A new Open Data Mode command
can be executed.Example:
CSF [cc] S.IP.Library ; library
S.IP.SendData; function
10 ; channel 10
R100 ; remote IP addre
R101 ; remote port
100 ; length of data for transmission
R1000 ; start of the send buffer
Flags: If the firmware does not offer IP Open Data Mode support,
the Error (E) flag is set.

—
—

Vi

The data buffer must not be modified before the “SendData” command has been fully
completed.
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4.3.17 SendDataRev

Sends data in reverse byte sequence over a channel in IP Open Data Mode
(corresponds with a “send” for TCP or a “sendto” for UDP in the Berkeley standard).

SendDataRev swaps the bytes around if the remote station is using the “Inte/” format

(see following table).
This function can be executed only if TBSY and TACT are set to “L” (low).
CSF [cc]

—
—

L

TACT?

TBSY?

TACT|

TBSY|

Example:

Flags:

The data buffer must not be modified before the “SendData” command has been fully

completed.

S.IP.Library ; IP library
S.IP.SendDataRev : “Send data” function
Channel ; channel no. (R/K)
RemotelP/Node ; IP address for sending data

; (RIK/IX)*
Remote Port ; IP port of the remote server (R/K)
Datalength ; length of data to be sent (R/K)**
Data ; data buffer (R/X/DB)

*) see chapter: IP address decoding
**) The max. length for sent data is 1536 bytes

when the command “SendData” has been stored in the communication
mailbox of the Ethernet TCP/IP module.

when the command “SendData” has been stored in the communication
mailbox of the Ethernet TCP/IP module.

after an ACK response has been received from the Ethernet TCP/IP
module.

after the Ethernet TCP/IP module has read the “SendData“ from the
communication mailbox. A new Open Data Mode command
can be executed.

CSF [cc] S.IP.Library ; library
S.IP.SendDataRev ; function
10 : channel 10
R100R : remote IP address
R101 ; remote port
100 ; length of data for transmission
R1000 : start of the send buffer

If the firmware does not offer IP Open Data Mode support,
the Error (E) flag is set.
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4.3.18 ReceiveData

Receives data over a channel in IP Open Data Mode

This function can be executed only if RDATA is set to “H” (high). If several channels
are in use, the channel on which the data arrived must be specified in the channel
parameter (channel register). Read the contents of the channel register (configured

in the InitODM) immediately before calling the “RevceiveData” CSF and copy it to use
as the “Channel” in the command.

CSF [cc] S.IPLibrary ; IP library
S.IP.ReceiveData ; function n
- Channel ; channel no. (R/K)
— RemotelP/Node ; IP address for sending data
; (RIKIX)*
— Remote Port ; IP port of the remote server (R/K)
— Max_ Datalength ; max. length of the data buffer in bytes
; (0=no check)**
— Datalength ; length of data to be sent (R/K)**
- Data ; data buffer (R/X/DB)

*) see chapter: IP address decoding
**) The max. length for sent data is 1536 bytes

RDATA| after the ReceiveData command is executed

Example: CSF [cc] S.IP.Library ; library
S.IP.ReceiveData ; function
10 ; channel 10
R100R ; remote |IP address
R101 ; remote port
100 ; data length
R1 ; data received in bytes
R1000 ; start of the send buffer
Flags: If the firmware does not offer IP Open Data Mode support,

the Error (E) flag is set.
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4.3.19 ReceiveDataRev

Receives data in reverse byte sequence over an IP channel in Open Data Mode.
ReceiveDataRev swaps the bytes around if the remote station is using the “Intel”
format (see following table).

This function can be executed only if RDATA is set to “H” (high). If several channels
are in use, the channel on which the data arrived must be specified in the channel

parameter (channel register). Read the contents of the channel register (configured in

the InitODM) immediately before calling the “RevceiveData” CSF, and copy it to use
as the “Channel” in the command.

CSF [cc]

RDATA |

Example:

Flags:

S.IP.Library ; IP library

S.IP.ReceiveDataReyv ; “Receive data” function

Channel ; channel no. (R/K)

RemotelP/Node ; IP address for sending data
; (RIKIX)*

Remote Port ; IP port of the remote server (R/K)

Max_ Datalength ; max. length of the data buffer in bytes
; (0=no check)**

Datalength ; length of data received (R/K)**

Data ; receive data buffer (R/X/DB)

*) see chapter: IP address decoding
**) The max. length for sent data is 1536 bytes

after the ReceiveData command is executed

CSF [cc] S.IP.Library ; library
S.IP.ReceiveDataReyv ; function
10 ; channel 10
R100R ; remote IP address
R101 ; remote port
100 ; data length
R1 ; data received in bytes
; Bytes
R1000 ; start of the receive buffer

If the firmware does not offer IP Open Data Mode support,
the Error (E) flag is set.
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4.3.20 Byte swapping

Example: 9 bytes need to be sent/received.
— Without byte swapping (SendData / ReceiveData):

Data transmitted/
received

Register 1000 or Register 1001 or Register 1002 or
DBx Element 0 DBx Element 1 DBx Element 2

— With byte swapping (SendData / ReceiveData):

Data transmitted/
received

Register 1000 or Register 1001 or Register 1002 or
DBx Element 0 DBx Element 1 DBx Element 2

If the buffer contains text, the bytes will never be swapped.
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4.3.21 IP address decoding

The IP address value may be entered in text, in a register or as a constant. The IP
address may also identify a node in a register or a constant value. A constant value
can be only one node.

IP address in text:

The IP address is represented in text in the form of 4 decimal numbers separated by
dots, e.g. “192.168.12.14”

IP address in a register: n

The IP address can also be represented in a register. If the higher value of the 4
bytes is zero, a node is displayed. If the higher value of the 4 bytes is not zero, the
register encodes the address with 4 hexadecimal numbers:

[ aa [ bbb | e [ dd |

The IP address is shown in the receipt- and connection information of the above-
mentioned format.

Example: 0COABO0COEN for the IP address 192.168.12.14

IP address in a constant:

If a constant is used as the encoding medium, the IP address always represents the
node number.
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4.3.22 A typical TCP connection process

ATCP client (172.16.1.142) connects to a TCP server (172.16.1.141) and sends two

telegrams.
TCP Client TCP Server
Init Init TBSY set/res:
TBSY set/rgef__IP ODM IP ODM
Open Open (Filter = 2)
TACT | TCP Client] TCP Server
set/reset TACT
Connect set/reset
TACT set Connect
ACK RCON set
Connect
info RCON reset
Accept
TBSY set/reset
ACCGDt TACT set
XCON set ACK
Send Data C(_)nfnect XCON set
TBSY set/reset D info RCON reset
TACT set ata R
ACK RBSY set
Read Data
TACT reset RBSY reset
Read Data
Data ITBSY set/res
TACT set
RBSY set ACK
Read Data o
RBSY reset TACT reset
TACT Disconnect .
set/reset Disconnect
ACK Connect RCON set
info XCON reset
XCON reset RCON reset

Or as viewed using an Ethernet analyzer (in this case, Wireshark). In this case, only

a single telegram is sent.

Mo, - Tirne:

172.16

14

172.

Destination

142

Protocol | Info

[s¥N,

Wi

T Le

2 0.001275 1. 16.1. TCP 5050 > ACK] Seq=0 Ack=1 win=F20 Len=0 mss
3 0.002324  172.16.1.142 172.16.1.141 TCP 5050 > 5050 [AcCk] Seg=l Ack=l win=720 Len=0

4 B.359572 172.16.1.142 172.16.1.141 TCP 5050 > 5050 [PSH, ACK] Seg=l Ack=1 Win=720 Len=4

5 8.733767 172.16.1.141 172.16.1.142 TCP 5050 > 5050 [ack] seg=1 Ack=5 win=720 Len=0

6 17.921581 172.16.1.142 172.16.1.141 TCP 5050 > 5050 [FIN, ACK] Seg=5 Ack=1 Win=720 Len=0

7 17.923051 172.16.1.141 172.16.1.142 TCP 5050 > 5050 [ack] sSeg=1 ack=6 win=720 Len=0

8 17.924448 172.16.1.141 172.16.1.142 TCP 5050 » 5050 [FIN, ACK] Seg=l Ack=6 Win=720 Len=0

G 17.925515 172.16.1.142 172.16.1.141 TCP 5050 > 5050 [ack] seg=8 ack=2 win=720 Len=0

1460
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4.4 Additional CSFs

As has already been detailed in the information on Open Data Mode, “Call System
Functions” provide access to special functionalities of the PCD7.F65x. Here is a list of
the additional CSFs.

4.4.1 CSF NA Reset

This CSF triggers a hard reset of the PCD7.F65x. This the same as turning the power
to the PCD7.F65x off, then on.

CSF [cc] S.IP.Library ; IP library n
S.IP.NAReset ; "NAReset" function
— Status ; status of the PCD7.F65x (R)

The status may be one of the following values:

0=Reset in progress

1=Reset has been performed and the PCD7.F65x is ready for use again
2=PCD7.F65x is not present, no signature available

3=Status register is outside of the register limits

4=Mailbox communication timeout

5=Outdated / incompatible firmware.

4.4.2 CSF SetLocallPNode

This CSF configures the PCD7.F65x for a new IP configuration

CSF [cc] S.IPLibrary ; IP library
S.IP.SetLocallPNode ; "SetLocallPNode" function
— IP_Address ; new IP address for the PCD7.F65x (R)
- Subnet_Mask ; new subnet mask for the PCD7.F65x (R)
— Default_Gateway ; new default gateway for the PCD7.F65x

; (R)
The new IP address is updated on the PCD7.F650/1/2 without the need to power it off
and on. In order to change the subnet mask and default gateway, the PCD7.F650/1/2
must be restarted.

On the PCD7.F655, it is possible to modify and update all three IP parameters during
operation.

Ethernet manual for the Saia PCD® series | Document 26-776 ENG13 | 2019-08-08 4-45



Saia-Burgess Controls AG Configuration and programming

Additional CSFs

4.4.3 CSF IPPhyConfig

This CSF configures the Ethernet Physical Chip on the PCD7.F65x.

CSF [cc] S.IPLibrary ; IP library
S.IP.IPPhyConfig ; "IPPhyConfig" function
— Auto-negotiate ; whether auto-negotiate mode = TRUE/FALSE (R)
— Speed ; communication speed, 10/100 Mb/s (R)
— Duplex_mode ; duplex mode, full/half duplex (R)
-

Status ; status error message (R) n

It is possible to change the configuration of the Physical Chip on the PCD7.F65x us-
ing a CSF. The Physical Chip works by default in auto-negotiation mode. This means
it is capable of working at 10Mb/s or 100Mb/s, in half duplex or full duplex mode.

The Physical Chips can be configured either for auto-negotiate mode or for modes
with a fixed communication speed and fixed duplex mode. The CSF returns a status.

Auto-negotiate: “1” to set the Physical Chip to auto-negotiation mode
“‘0” to work without auto-negotiation mode
Speed: “1” to set the Physical Chip permanently to 10Mb/s
“2” to set the Physical Chip permanently to 100Mb/s
“3” the Physical Chip checks for the right communication

speed (10 or 100Mb/s) iteself. Only permitted in
auto-negotiation mode.

Duplex Mode “1” to set the Physical Chip permanently to half-duplex mode
“2" to set the Physical Chip permanently to full-duplex mode
“3” the Physical Chip checks for the right communication

mode (half or full-duplex) itself. Only permitted in
auto-negotiation mode.

Error Status “‘0” no error has occurred
“1” error has occurred
° in auto-negotiation mode: auto-negotiation was
unsuccessful
° not in auto-negotiation mode: it was not

possible to switch the Physical Chip to the
appropriate configuration.
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If the "Autonegotiate" parameter is set, the Physical Chip must be informed of which
possible communication speeds and communication modes it should support. This is
achieved by configuring its “Advertisement Capability Register”.

The contents of the box determines | Value of the communication speed parameter
the configuration of the Advertise- |1 2 3
ment Capability Register and de-
fines which communication modes
are permitted
Value of the 1 10Mb/s, half- 100Mb/s, half- 10Mb/s +
duplex mode duplex, fixed duplex, fixed 100Mb/s, half-
parameter duplex permitted
2 10Mb/s, full- 100Mb/s, full- 10Mb/s +
duplex, fixed duplex, fixed 100Mb/s, full-
duplex permitted
3 10Mb/s, half + 100Mb/s, half + |10Mb/s +
full-duplex per-  [full-duplex per- | 100Mb/s, half +
mitted mitted full-duplex per-
mitted

After the Physical Chip has been set to auto-negotiation mode by the CSF, the PCD?7.

F65x performs an auto-negotiation cycle with the station at the other end of the cable
in order to properly initialise the link. If the station at the opposite end of the cable
does not support auto-negotiation, communication will not run reliably and stably, and
there may be problems. In this situation, the CSF therefore issues an error message

containing the “status”. However, if the station at the other end of the cable does
support auto-negotiation, the two devices negotiate the best communication mode
for the situation. If the physical link is lost and a new link is established (if the PCD?7.
F65x is attached to another port on the switch, for example), a new auto-negotiation

cycle begins.

Parameter “Autonegotiate” = “0”

If the "Autonegotiate" parameter is not set, the Physical Chip must be set to an
obvious, fixed configuration. Only 10Mb/s or 100Mb/s and half or full-duplex can be

selected.

are permitted

The contents of the box determines
the configuration of the Advertise-
ment Capability Register and de-
fines which communication modes

Value of the communication speed parameter

1

2

3

Value of the 1 10Mb/s, half- 100Mb/s, half- not permitted
duplex mode duplex, fixed duplex, fixed

parameter 2 10Mb/s, full- 100Mb/s, full- not permitted
duplex, fixed duplex, fixed

3 not permitted not permitted not permitted

After the Physical Chip has been set to a fixed mode by the CSF, the PCD7.F65x will
not initiate an auto-negotiation cycle with the station at the other end of the cable.

It is, however, of the utmost importance that the station at the opposite end has the
same configuration as that of the local Physical Chip. Otherwise, stable communica-
tions cannot be guaranteed.
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This CSF is like an STXM command (send media). Instead of the IP node, the IP
address of the station which will receive the media is specified directly. Sends the
source element of the appropriate PCD (Master) to a slave station.

CSF [cc] S.IPLibrary

; IP library

S.IP.SendEtherSBUS ; "SendEtherSBUS" function

— Channel ; channel no. (R/K)
— RemotelP ; remote |IP address for sending
; data (R/K)*
— SBUSAddr ; remote S-Bus address (R)
— Count : number of elements
— Source : source I/O/F/R/T/C/DB/K
— Destination ; destination I/O/F/R/T/C/DB/K
— Status ; status error message (R)
* see chapter: IP address decoding Count 1...32
Number of R/T/C elements sent 1-128
Number of I/O/F elements sent
0 special function code. Please note the information in
“Command set for the PCD family” or the PG5 help file
Source 0...8191 Base address of the I/O/F elements in the master PCD
0...4095 Base address of the R elements in the master PCD
0...1599 Base address of the T/C elements in the master PCD
0...7999 Base address of the DB elements in the master PCD
4000 K, special function code. Please note the information in

Destination 0...8191
0...4095
0...1599
0...7999
1000
17, 18, 19

Status 0...4095

“Command set for the PCD family” or the PG5 help file

Base address of the I/O/F elements in the slave PCD
Base address of the R elements in the slave PCD
Base address of the T/C elements in the slave PCD
Base address of the DB elements in the slave PCD

K, write time to the slave PCD

K, special function code. Please note the information in
“Command set for the PCD family” or the PGS help file

Status of the CSF in R

0 = no error

1 = channel usage error or IP module not present.
2 = master not assigned

3 = IP address conversion error

4 = this type of broadcast is not allowed

5 = media error
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Example:
$INCLUDE SNetLib.inc ; include the required SNET library
SASI 9 ; SASI master, as per the traditional S-Bus, with
; diagnostics
SASI_Master ; text with diagnostic flags and register
LD R 10 : remote IP address is 192.168.12.95
0COA80C5CH
LD R 20 : remote S-Bus address is 95
95
CSF S.SNET.Library n
S.SNET.SendEtherSBUS
9 ; channel 9
R 10 : remote |IP address
R 20 : remote S-Bus address
4 : 4 elements
RO ; from registers 0-3 of the master station
RO ; on registers 0-3 on 192.168.12.95, S-Bus 95
R 30 ; status

The following table shows which elements from the local source station can be cop-
ied to the corresponding elements on the destination station.

Slave PCD, destination
O F R C T DB Clock
| X X
O X X
Master F X X
PCD, R X X X X X
Source
C X X X X
T X X X X
DB X X X
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4.4.5 CSF RecvEtherSBUS

This CSF is like an SRXM command (receive media). Instead of the IP node, the IP
address of the station from which the media will be read is specified directly. Reads
the source elements from the partner station and loads them into the appropriate
PCD over the destination elements.

CSF [cc] S.IPLibrary ; IP library
S.IP.RecvEtherSBUS ; "RecvEtherSBUS" function
— Channel ; channel no. (R/K)
— RemotelP ; remote |IP address for reading n
; data (R/K)*
— SBUSAddr ; remote S-Bus address (R)
— Count : number of elements
— Source : source I/O/F/R/T/C/DB/K
— Destination ; destination I/O/F/R/T/C/DB/K
— Status ; status error message (R)
* see chapter: IP address decoding
Count 1...32 Number of R/T/C elements sent
1...128 Number of I/O/F elements sent
0 special function code. Please note the information in
“Command set for the PCD family” or the PGS help file
R nnnn used for data block transfer
Source 0...8191 Base address of the I/O/F elements in the slave PCD
0...4095 Base address of the R elements in the slave PCD
0...1599 Base address of the T/C elements in the slave PCD
0...7999 Base address of the DB elements in the slave PCD
6000 K, special function code. Please note the information in
“Command set for the PCD family” or the PG5 help file
Destination 0...8191 Base address of the I/O/F elements in the master PCD
0...4095 Base address of the R elements in the master PCD
0...1599 Base address of the T/C elements in the master PCD
0...7999 Base address of the DB elements in the master PCD
Status 0...4095 Status of the CSF in R
0 = no error

1 = channel usage error or IP module not present.
2 = master not assigned
3 = IP address conversion error

4 = this type of broadcast is not allowed
5 = media error

Example:
$INCLUDE SNetLib.inc ; include the required SNET library
SAS| 9 ; SASI master, as per the traditional S-Bus, with
; diagnostics
SASI_Master ; text with diagnostic flags and register
LD R 10 ; remote IP address is 192.168.12.95
0COA80C5CH
LD R 20 ; remote S-Bus address is 95
95
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CSF S.SNET.Library
S.SNET.RecvEtherSBUS

9

R 10
R 20
4

RO
RO
R 30

: channel 9

Additional CSFs

: remote IP address
: remote S-Bus address

: 4 elements

; from registers 0-3 of the master station
; on registers 0-3 on 192.168.12.95, S-Bus 95

; status

The following table shows which elements from the local source station can be cop-
ied to the corresponding elements on the destination station.

Master PCD, destination
0 F R C T DB
| X X
O X X
Slave F X X
PCD, R X X X X
Source C X X X X
T X X
K
DB X X X
4.5 Ethernet TCP/IP error messages
Error message Description: Action

IPM NOT PRESENT

IP configuration info has been
input, but there is no IP module
present

Insert an IP module into the slot
configured, or delete the IP con-
figuration.

IPM DOES NOT
RESTART

The PCD has performed a restart,
but the IP module is not respond-

ing.

Switch electric supply off, then
on.

IPM HAS OLD FW

The IP module firmware is not com-
patible with the PCD FW.

Update the IP module firmware.

IP FAIL SASITEXT

There is an error in the SASI text

Check SASI text.

IP FAIL SASI DBX

There is an error in the node-list
configuration DBX

IP FAIL NO IPM

An IP function has been executed;
however, no IP configuration or IP
module is present.

Check node configuration
Attention: there must be at

least one IP node in the node
list. Configure the IP module and
insert it into the PCD.

Ethernet manual for the Saia PCD® series | Document 26-776 ENG13 | 2019-08-08

4-51



Saia-Burgess Controls AG Diagnostics and troubleshooting

The TCP/IP communication process/The top-down rule

5 Diagnostics and troubleshooting

5.1 Summary

There are two main phases to all troubleshooting measures, the diagnostic phase
and the solution implementation phase. Analysis of the problem involves gradually
narrowing down the potential causes of an error by asking questions intended to
eliminate certain causes. It is important to locate the cause of all errors.

5.2 The TCP/IP communication process

The communication process between two PCD stations on a network can be n
subdivided into three stages. When a telegram is sent from one PCD to another,
it goes through these stages in the following order.

° Conversion of the IP-node identifier into the local IP address (configured
in the Hardware Settings).

° Conversion of the transfer IP address into a MAC address (using the ARP
table). When broadcast messages are sent, the MAC address is always used in
the following format:

OxFF-FF-FF-FF-FF-FF
) Transfer of the IP datagram to the MAC address provided by the ARP.

Each TCP/IP stack follows this sequence in order to send a telegram from one point
to another.

5.3 The top-down rule

When performing troubleshooting for TCP/IP, we recommend starting with the top
level (application layer) and gradually proceeding downwards to the lower IP layers.
Troubleshooting includes checking whether the protocols for each layer are able to
communicate with the layers above and below.

Network interface Internet | Transport Application

Destination | Source ARP, TCP,
address address, P, §]p]=
configuration | ICMP

PING Sitzung

Top-down
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After the Ethernet TCP/IP module has been configured in the PG5 Hardware Settings
- IP address, subnet mask, default gateway, station number (S-Bus address) and IP
node - troubleshooting proceeds in two stages:

1)  Establish a connection between a PG5 Client and a PCD Slave.

To connect the PG5 Online Debugger:

° Select SOCKET as the IP Channel Type in the PG5 Online Settings.
° Modify the settings (if necessary)

° Bring the PG5 Online Debugger online.

If this works, a connection will be established between the network interface layer and
the application layer. All the protocols between the two layers are working properly.

If it does not work, check the connection between the network interface layer and the
internet layer.

2) Follow the top-down rule and use the PING command to check that the ARP is
working properly, i.e. whether the IP address is converted into the right MAC address
for each echo request and each response to an echo request.

5.3.1 PING

If a PING command (echo request) is successful, this means that TCP/IP is installed
correctly on the host computer and on the Ethernet TCP/IP module, and that the ARP
cache list contains the PCD stations.

Examples:

PING 127.0.0.1 “Look up address”: checks that the TCP/IP stack on the host com-
puter is properly installed. The echo request remains in the local
TCP/IP stack.

PING 192.168.12.60 Own IP address: checks that the station is listed correctly in the
ARP cache table (used for converting the IP address to the MAC
address).

PING 192.168.12.60 IP address of the remote PCD unit: checks that the TCP/IP stack
(including the ARP cache) is properly installed on the remote PCD
station.

PING 192.168.12.60 The IP address of a PCD station can only be obtained via a router:
Checks that the configured default gateway address matches.

PING <IP-Address> -t Continually transmits echo requests
PING <IP-Address>-n 10 | Transmits 10 consecutive echo requests
PING <IP-Address> -L 320 | Transmits a request of 320 bytes in length

C=sWINNT~systemn32>ping 192 .168.12 608
Pinging 192.168.12_68 with 32 bhytes of data:

Reply from 122.168.12.60: hyte=s=32 time<18mns
Reply from 122.168.12.68: bytes=32 time<l8ms
Reply from 122.168.12.60: hyte=s=32 time<l18mns
Reply from 122.168.12.68: bytes=32 time<l8ms
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Time | Reaction time for the echo request

TTL | Time-to-live (validity period): this number decreases with each pass through a switch
or router.

When the TTL reaches zero, no more telegrams will be sent.

If a PING command does not work, check the ARP cache list in order to determine
whether it contains the PCD station and if address conversion is working

(IP address to MAC address).

5.3.2 ARP H

The ARP command lists the contents of the ARP cache table on the local host
computer. An ARP entry in the cache table contains the remote IP and MAC
addresses.

If two stations on the same subnet are unable to exchange PING requests, check that
the station is listed in the ARP cache table.

ARP -a Displays all the entries in the ARP cache
ARP -d <IP-Address> [ Deletes an entry from the ARP cache

C:WIHHNT~system32>arp —a

Interface: 122.168.12.46 on Interface 2
Internet Address Phyzical Address
192.168.12 .68 BA-58—c2-Ac—50-24
192 _.168.12_200@ BA-18-83-f?-1d-fe
192 .168_12 2682 AA-3P—-6he—AA—A3-5A
192 168._42_224 BA-8A—-3e-f—-15-fa

5.3.3 Other useful commands for the host computer

IPCONFIG Displays the TCP/IP configuration parameter for the host computer

CiswHINNT~system32 »dipconf ig
Windows MT IP Configuration
Ethernet adapter E188B1:

IF Address. . . . 192 .168.12 .46
Subnet Mask . . . 255 .255.255.08
Default Gateway . 192 .168.12.221

CisUHINNT ~system32 >
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C:sUINNT~sy=ztem32 >ipconfigrall
Windows WT IP Configuration

chBlw23i4_ saia—burgess.ch
192 168 _6.20604

192 . 168.6.28

Hybhrid

Mo
Mo
Mo

Host Mame . . . . .
DME Servers . . . .

Mode Tupe . . . . -
MetBIOS Scope ID. . . .
IP Routing Enabhled. . .
WIMS Proxy Enabled. . .
MetBIOS Rezolution Uses

Ethernet adapter E1H88B1:

Intel<{R>» PRO Adapter
EE—?E—Z?—BG—ED—BH

o

1922 .168._.12_46

255 _255._.255.8

192 168._.12 221

192 . 168_.6.204

1922 .168_6.207

Description . .
Physical Address. .
DHCP Enabled. .
IP Address. . -
Subnet Mask . . . .
Default Gateway . .

Primary WIHNS Server )
Secondary WINS Server

NETSTAT Displays the statistics and protocols for existing TCP/IP connections

on the host computer

NETSTAT -a Displays a list of all active connections and ports

NETSTAT -r Lists the contents of the routing table

NETSTAT -p UDP | Displays a list of all active UDP connections

NETSTAT -p UDP | Displays a list of all active TCP connections

NETSTAT -p ICMP | Displays a list of all active ICMP connections

Wireshark Ethernet protocol analyzer

We recommend the freeware tool Wireshark for analysing proprietary Ether-S-Sus
communication and general Ethernet communication
(www.wireshark.org).

This is an open-source analyzer, which includes the Ethernet card logger WinPcap.
Ethernet recordings made using this program can be analysed and interpreted.
Wireshark Analyzer, Version 1.1 and later, can also interpret Ether-S-Bus telegrams.
Please see the relevant FAQ (#100569) for more detailed information on this topic.

In order to record all communication from/to the station in question, a hub should be
connected ahead of it. The analyzer then listens to this hub. Switches route the com-
munications traffic into channels and are not suitable for analyses and recordings.
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Network
SWITCH

HUB

(Untitled) - Wireshark St =& x|
Fle Edt Yiew Go Capture Analyze  Statisticz  Help
B e e pE x99 a8 R «»» »F 2 (|EE Q@aabd @@ H x @
iter: | | eegressien... | leer | apot
Ho. - ‘T\ma |Snurce ‘Dest\natmn ‘Pmtncn\ |[nfn ~|[= Frame 1 (60 bytes on wire, 60 bytes captured)
T e et T R (e R e e e [ Ethernet IT, Src: CompagCo_f9:hS:8a (00:08:c7:F9:bS:8a), Dst: IeeeReg
868 9.878  172.16.1.142 172.16.1.140 S-Bus  Response [ Internet Protocol, Src: 172.16.1.140 (172.16.1.140), Dst: 172.16.1.14
869 9.890 172.16.1.140 172.16.1.142 5-Bus Reguest: Read flag(s) [ User Datagram Protocol, Src Port: 1740 (1740), Dst Port: 5050 (5050)
S R e o e _
871 9.909  172.16.1.140 172.16.1.142 S-Bus  Request: Read flag(s)
&72 9.918  172.16.1.142 172.16.1.140 3-Bus  Response [ Ether-s-Bus header
873 9.939 172.16.1.140 172.16.1.142 5-Bus Request: Read byte Telegram attribute: Request (Ox00)
874 9,948 172.16.1.142 172.16.1.140 S-Bus  Respanse Destination: 142
875 9.955  172.16.1.140 172.16.1.142 5-Bus  Request: Read flag(s) Command: Read Flag(s) (0x02)
876 9.968  172.16.1.142 172.16.1.140 S-Bus  Response :
77 9.968  172.16.1.140 172.16.1.142 S5-Bus  Request: Read PCD status (own) R-count:
878 9.078 172.16.1.142 172.16.1.140 S-Bus Response Base address I0F: O
879 9.979  172.16.1.140 172.16.1.142 S-Bus  Request: Read instruction poini Checksum: Oxdedc (correct)
880 9.988  172.16.1.142 172.16.1.140 S-Bus  Respanse
881 9.9359 172.16.1.140 172.16.1.142 S-Bus Request: Read flag(s)
882 10,008 172.16.1.142 172.16.1.140 5-Bus  Response
883 10.030 172.16.1.140 172.16.1.142 S5-Bus  Request: Read byte
884 10,038 172.16.1.142 172.16.1.140 S-Bus  Respanse
885 10.049 172.16.1.140 172.16.1.142 S-Bus  Request: Read Flag(s)
886 10,058 172.16.1.142 172.16.1.140 5-Bus  Response
@87 10.069 172.16.1.140 172.16.1.142 5-Bus  Reguest: Read flag(s) J
888 10.078 172.16.1.1d2 172.16.1.140 5-Bus  Response
239 10,100 172.16.1.140 172.16.1.142 S-Bus Request: Read byte g?g gg 22 ﬁ ‘;g Sg gg gg ?f E; 3:2 Ei fg gf gg :é Eg
880 10.108 172.16.1.142 172.16.1.140 S-Bus  Respanse 020 01 &e 08 o 13 ba 00 15 77 14
891 10.119 172.16.1.140 172.16.1.142 5-Bus  Request: Read flag(s) 030 7 00 e D2 OF O
892 10.128 172.16.1.142 172.16.1.140 5-Bus  Response
893 10.139 172.16.1.140 172.16.1.142 5-Bus  Request: Read flag(s)
894 10.148 172.16.1.142 172.16.1.140 S-Bus Response
895 10.170 172.16.1.140 172.16.1.142 S-Bus  Request: Read byte
896 10,178 172.16.1.142 172.16.1.140 5-Bus  Response
897 10.189 172.16.1.140 172.16.1.142 S-Bus Request: Read flag(s)
898 10.198 172.16.1.142 172.16.1.140 5-Bus  Response
899 10,209 172.16.1.140 172.16.1.142 5-Bus  Request: Read Flag(s)
900 10.218 172.16.1.142 172.16.1.140 S-Bus  Respanse
901 10.240 172.16.1.140 172.16.1.142 S-Bus  Request: Read byte
902 10.248 172.16.1.142 172.16.1.140 S-Bus  Response
903 10,259 172.16.1.140 172.16.1.142 5-Bus  Request: Read flag(s)
904 10.268 172.16.1.142 172.16.1.140 5-Bus  Response
905 10.279 172.16.1.140 172.16.1.142 S-Bus  Request: Read Flag(s)
906 10.280 172.16.1.142 172.16.1.140 S-Bus  Respanse
907 10.311 172.16.1.140 172.16.1.142 S-Bus Request: Read hyte
908 10.318 172.16.1.142 172.16.1.140 5-Bus  Response
909 10,329 172.16.1.140 172.16.1.142 5-Bus  Request: Read flag(s)
910 10.338 172.16.1.142 172.16.1.140 S-Bus Response
911 10.349 172.16.1.140 172.16.1.142 S-Bus  Request: Read Flag(s)
912 10.358 172.16.1.142 172.16.1.140 5-Bus  Response
913 10.380 172.16.1.140 172.16.1.142 S-Bus  Request: Read byte
914 10.388 172.16.1.1d2 172.16.1.140 5-Bus  Response
915 10,399 172.16.1.140 172.16.1.142 5-Bus  Request: Read Flag(s)
916 10,408 172.16.1.142 172.16.1.140 S-Bus  Respanse
917 10.413 172.16.1.140 172.16.1.142 5-Bus  Request: Read flag(s)
918 10.428 172.16.1.142 172.16.1.140 S-Bus  Response
919 10,450 172.16.1.140 172.16.1.142 S5-Bus  Request: Read byte
920 10.458 172.16.1.142 172.16.1.140 5-Bus  Response
921 10.469 172.16.1.140 172.16.1.142 S-Bus  Request: Read Flag(s)
922 10.478 172.16.1.142 172.16.1.140 S-Bus  Respanse
923 10.489 172.16.1.140 172.16.1.142 S-Bus Request: Read flag(s)
924 10.498 172.16.1.142 172.16.1.140 5-Bus  Response
925 10,520 172.16.1.140 172.16.1.142 S5-Bus  Request: Read byte
926 10,528 172.16.1.142 172.16.1.140 S-Bus  Respanse
927 10.539 172.16.1.140 172.16.1.142 S-Bus  Request: Read Flag(s)
928 10.548 172.16.1.142 172.16.1.140 5-Bus  Response
929 10,559 172.16.1.140 172.16.1.142 5-Bus  Request: Read flag(s)
930 10.568 172.16.1.1d2 172.16.1.140 5-Bus  Response
931 10.590 172.16.1.140 172.16.1.142 S-Bus  Request: Read byte ~
KIi | Y
[ATA 5-Bus (shus), 16 bytes [P931 Di 931 M: D Drops: 0
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Interpretations of other protocols, such as ModBus TCP or ModBus UDP, can also be
displayed.

Wireshark offers very useful filter functions, which can either be applied while data
logging is taking place, or later during analysis. Is it often advisable to record the
communication without “Capture Filter” selected and to apply the filter later during
analysis, using “Display Filter”.

Here are a few examples of this:

“Capture Filters” - only those telegrams which meet the filter conditions are re-

corded. The Capture Filter can be accessed via “Capture — Options...” or using the

shortcut Ctrl+K. Using the settings shown in the figure below, all telegrams to/from IP

address 172.16.1.142 - whether incoming or outgoing - are recorded. H

4 Wireshark: Capture Options -10] x|

Capture
Interface:  |Compag EthernetfFast Ethernet Adapter/Module; \Device\NPF_{9EEDCFSC-976% -

IP address: 172.16.1.140

Link-lawer header types | Ethernet | * |Buffer size: |1 | megabyteis)

[+ Capture packets in promiscuous mode
[ Lirnit each packet ko |65 = bytes
Capture Filker: |src 1.'-"2.16.1.142| b

Capture File(s) Display Options

File: | Browse... [v Update list of packets in real time

[ Use multipls Files

[+ asutamatic scralling in live capture
[ Mext File evers: 1 =|| megsbyte(s)| = = : 5
[ Mext File evers 1 5| minute(s) b [V Hide capture info dialag
¥ Ring buffer with |2 = Files
I
Marme Resalution
|| Stop capture after |1 = Fil=(s)
Pl [+ Enable M&C name resolution
FY
[ ... after 1 | packet(s) [ Enable petwork narme resolukion
[ ... after 1 o megabyte(s) -
P [+ Enable transport narme resolution
[ ... after 1 rrinubefs]) -
950 e

Help Skark Cancel

Examples of other recording filters are:

Host 172.18.5.4 only records the traffic from or to an IP address
172.18.5.4

Port 5050 only records the traffic using port 5050

SRC 172.18.5.4 records all outgoing telegrams from this IP
address

DST port 135 and TCP port 135  records the traffic on destination port 135 in TCP
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“Display Filters” - these filters rel

Wireshark Ethernet protocol analyzer

ate only to the display and do not change the

contents of the log file. They are sorting filters. The display filter is defined right in the

main window.

il (Untitled) - Wireshark

File Edi View Go Captwe Analyee Statistics Help

=18l x|

BEdee PExsasRBReveF e acan @avex @

iter: [host 172.16.1.142

~ | Expression... |gear ‘ Apply ‘

Enter a display fiter, or chooss one of your recertly used
filers. The backaround color of this field Is changed by &
continuous syntax check {green i valid, red is invalid).

3 0.006411  172.16.1.140

Destination Protocal

.16.1.140 5-Bus
1721761 142

5-Bus
4 0. 016602 172.16.1.142 172.16.1.140 S-Bus
5 1.000057 172.16.1.140 172.16.1.142 S-Bus
6 1.005407 172.16.1.142 172.16.1.140 S-Bus
7 1.006410 172.16.1.140 172.16.1.142 S-Bus
B 1.014808 172.16.1.142 172.16.1.140 S-Bus
5§ 2.000128 172.16.1.140 172.16.1.142 S-Bus
10 2.007143 172.16.1.142 172.16.1.140 S-Bus
11 2.007833 172.16.1.140 172.16.1.142 S-Bus
12 2. 014801 172.16.1.142 172.16.1.140 S-Bus
13 3.000100 172.16.1.140 172.16.1.142 S-Bus
14 3.005362 172.16.1.142 172.16.1.140 S-Bus
15 3.0064086 172.16.1.140 172.16.1.142 S-Bus
16 3. 016634 172.16.1.142 172.16.1.140 S-Bus
17 4.000124 172.16.1.140 172.16.1.142 S-Bus
18 4.005341 172.16.1.142 172.16.1.140 S-Bus
15 4. 006407 172.16.1.140 172.16.1.142 S-Bus
20 4. 014769 172.16.1.142 172.16.1.140 S-Bus
21 5.000204 172.16.1.140 172.16.1.142 S-Bus
22 5007078 172.16.1.142 172.16.1.140 S-Bus
23 5.007449 172.16.1.140 172.16.1.142 S-Bus
24 5014756 172.16.1.142 172.16.1.140 S-Bus
25 6.000226 172.16.1.140 172.16.1.142 S-Bus
26 6.005208 172.16.1.142 172.16.1.140 S-Bus
27 6. 006405 172.16.1.140 172.16.1.142 S-Bus
28 6. (0164099 172.16.1.142 172.16.1.140 S-Bus
20 7.000230 172.16.1.140 172.16.1.142 S-Bus
30 7.005285 172.16.1.142 172.16.1.140 S-Bus
31 7.006401 172.16.1.140 172.16.1.142 S-Bus
32 7.014740 172.16.1.142 172.16.1.140 S-Bus

Request: Read instruction pointer®

Rresponse
Request: Read PCD status (own)
Rresponse

Request: Read instruction pointer®
Rresponse

Request: Read PCD status (own)
Rresponse

Requast: Read instruction pointer®
Response

Request: Read PCD status (own)
Response

Requast: Read instruction pointer®
Response

Request: Read PCD status (own)
Response

Requast: Read instruction pointer®
Response

Request: Read PCD status (own)
Response

Requast: Read instruction pointer®
Response

Request: Read PCD status (own)
Response

Requast: Read instruction pointer®
Response

Request: Read PCD status (own)
Response

Requast: Read instruction pointer®
Response O

@ Frame 1 (55 bytes on wire, 55 bytes captured)
@ Ethernet 11, src: CompagCo_f5:b5:8a (00:08:c7:F9:h5:8a), Dst:
[\ Internet Protocol, Src: 172.16.1.140 (172.16.1.140), Dst: 172

Ieeereqi_db:ch:bd (00:50:c2:4bicd:bo)

.16.1.142 (172.16.1.142)

0020 01 8 Oc 19 13 ba 00 15 96 Sd 00 00 00 Od 01 00
0030 02 dd 00 Be 1b a0 ce

@ User Datagram Protocol, Src Port: 3097 (3097), DSt Port: 5050 (50500

[ SALA S-BUS

0000 Q0 50 <2 4B <6 BS 00 08 <7 9 hY 82 08 00 45 00 .P.K.... ......E
0010 00 29 f2 14 00 00 80 11 ed 74 ac 10 Ol 3¢ ac 10 6dosocao o Boooooo

File: "C:}DOCUME~1\CH2COPADYLOCALS~ .. [P:32 D: 32 M: 0 Drops: 0

Examples of display filters:

Udp
Tep

Host 172.18.5.4
Host 172.18.5.4 and port 5050

displays all UDP traffic
displays all TCP traffic

displays the traffic for IP address 172.18.5.4

displays the traffic for IP address 172.18.5.4
using port 5050

Functions using relational operators:

tp.addr==172.18.54
tp.addr !=172.18.5.4

I(ip.addr == 172.18.5.4)
Ip.src == 172.18.5.4 and ip.dst ==

Frame.pkt_len < 128
Tep.port == 25 or icmp

Tep.window_size == 0&& tcp.flags

-reset!=1

displays the traffic for IP address 172.18.5.4

displays all traffic except that via IP address
172.18.5.4

displays all traffic except that via IP address
172.18.5.4

172.18.5.5 displays all telegrams from

172.18.5.4t0 172.18.5.5
displays all packets smaller than 128 bytes

dislpays all telegrams via TCP port 25 and
ICMP telegrams

TCP window size is zero Buffer
is full
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The following comparisons are permitted:

eq == and &&
ne 1= or [l
gt > Xor AN
It < not !
ge >=

le <=

Boolean operators, for instance for the six TCP control bits, are not permitted. For
example, the condition: tcp.flags.syn

URG: Urgent Pointer field significant
ACK: Acknowledgement field significant H

PSH: Push function (send data from the stack)
RST: Reset the connection (e.g. the response if a telegram goes to a port which

is not open)
OPC server / OPC server /
SCADA SCADA/PG5
Client#7 Client # 2
Client/Server Client/Server

#1

ETHERNET

Client/Server # 4

' | ‘ 1 channel
1 channel

e =

oy e G0

GWY
Client# 3
S-Bus (RS-485)
[ [ v
-5 -5 = -5

SYN: Synchronize sequence numbers (start of a TCP connection)

Mo, Time Source Destination Protocal - | Info
] Broadcast ARP  who has 10

2 0,000408 IeeeReg1_0c 54 0c 192.168.12.92 ARP - 192.168.12. 93 is at 00:50:€2: OC 54 OC

30001583 192.168.12.92 152.168.12.93 TCP o 000 » G000 [SYN] Seq=769525 Ack=0 win=720 Len=0 M33=1438

4 0,002373 192.168.12.93 192.168.12.92 TCP 6000 = 6000 [SYN, ACK] Seq=3B4001 Ack=768326 Win=720 Len=0 Ms5=1458
5 0,004847 192.168.12.92 192.168.12.93 TCR 8000 » 6000 [ACK] Seq=760526 Ack=384002 Win=720 Len=(0

FIN: No more data from sender (end of TCP connection)

]No. . lTime ]SDurce lDestmat\on JProtuco\ JInfo

168,172,927 168,12, ( ROGD > 6000 , ACK Ack=768002 Win=rz0 Len=0
2 0,000809 192 168 12 93 192 168 12 92 TR 6000 = 6000 [ACK] Seq ?68002 Ack 833654 Win=720 Len=0
30,001634 197.188.12.93 167,168,12.92 TP 6000 > 6000 [FIN, ACK] Seq=76B00Z Ack=8336%4 Win=720 Len=0
4 0,003014  192.188.12.92 167.168.12.93 TR 6000 > G000 [ACK] Seq=B33654 Ack=768003 win=720 Len=0

FAQ 100535 provides further information about filter functions.
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5.5 PCD7.F655 IP stack debugging via RS-232 on the Saia PCD®

The TCP/IP stack of a PCD7.F655 can be debugged via the RS-232 serial interface
on the PCD. For example, statistics on Ethernet traffic can be analysed, the ARP ta-
ble for the PCD7.F655 can be viewed, or the open sockets can be monitored. Details
on the various functions are listed below.

The PCD7.F655 can be debugged via the following PCD ports:

PCD... PCD7.F655 and |Debug via...
up...
PCD2.M150 Slot B1 Port 2 (Pins 30-34)
PCD2.M170 Slot B2 Port 4 (Pins 40-44)
PCD4.M170 Slot B2 Port 4 (Pins 40-44)
PCD2.M480 Slot B1, Slot B2 [Port 2 (Pins 30-34)
Port 4 (Pins 40-44)

The PCD7.F655 on a PCD1.M13x cannot be debugged, because it does not have a
serial interface.

Connect the serial interface on the PCD to your PC with a null-modem cable (only
GND, TxD and RxD are used) and open, for example, a HyperTerminal connection
with the following parameters:

e Bits per second: 115200

e Data Bits: 8
e Parity: None
e Stop Bits: 1
e Flow Control: None

After pressing the Enter key, the “>” prompt appears in the shell. You can now issue
the debug command via the shell.

In the following example, the PCD7.F655 is inserted in slot B2 of a PCD2.M170. This
being the case, you should connect port 4 (pins 40-44) on the PCD2.M170 to your PC to
start the communication shell.

PCD2.M170 / PCD2.M480 (0]
A
39
Port #1
B1 L19]
Port #2 und #3 B2 T o
30 Port #4 und #5 §
£
3<
@ W
29
9
Port #0 U U U |40
RS-485
(bei PCD2.M480
separates Port #0)
B1 B2 PGU .
#3 #5 #0
20 S-Net/
1) M480 mit Profi-S-Net: OHNE Profibus-Modul MPI
sind bis zu 255 PCD3.T76x ansteuerbar #101) [ 49 ]

When the shell starts, you can use “help” to list all functions supported for debugging
the TCP/IP stack.
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#gNexGen - HyperTerminal i ] |
File Edit Wiew Call Transfer Help

PCD7.F655 IP stack debugging via RS-232 on the PCD

D] ®(3] ol

Al
>help
Supported commands:
help ver exit 1smod
date debug devstat netstat
ifconfig arp route ping
sap
>
Connected 00:00:06 Auto detect 115200 8-K-1 SCROLL |CAPS |NL|M |Capture Print echo jé
“ver” Stack version
“netstat” Active network connections
-a
-S Precise statistics about IP, ICMP, IGMP, TCP and UDP
telegrams. Missing telegrams can be indentified here.
-b Manage the available memory on the PCD7.F655
“ifconfig” Ethernet interface for the station
“arp” ARRP table for the station
“ping” Ping the remote station
“sap” Sockets which are open on the module

PCD1: always Sap 16 for S-Bus UDP port 5050
For all other PCDs which support IP, always Sap 32 for
S-Bus UDP port 5050

help <Command> Displays the possible call arguments for the function.

e.g. “>help netstat”

Below are some examples of using the debug function while communication is in

progress.

The shell command “ifconfig” displays the Ethernet interface of the PCD7.F655. In
this case, the IP address is 172.16.1.142, the subnet 172.16.1.0, and the broadcast
address for the configured network is 172.16.1.255.

The MAC address is also visible (00 50 C2 4B C6 BC), along with rough statistics on
the number of ingoing and outgoing telegrams.
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#gNexGen - HyperTerminal ~ ﬂ
File Edit Wiew Call Transfer Help —I—I
Dl| 513] ol
B
>ifconfig

Network Interfaces
1o@ Local Loophack
Addr:127.0.0.1 SubNet:127.0.0.0 Bcast:127.255.255.255
UP BROADCAST RUNNING MTU:1504
RX Pkts:® Mcast:P Butes:8 Errs:0 Drops:B0 NoProto:®
TH Pkts:0 Mcast:0 Bytes:0 Errs:0 Drops:0
Driver:LOOPBACK
eth® Ethernet HWaddr: 0050C2-4BC6BC
Addr:172.16.1.142 SubNet:172.16.1.0 Becast:172.16.1.255
UP BROADCAST RUNMNING MULTICAST MTU:1500
R¥ Pkts:2252 Mcast:20 Bytes:104846 Errs:0 Drops 0 NoProto:0
TH Pkts:2218 Mcast:1 Bytes:138953 Errs:0 Drops:
Driver:NET+ARH Irq:0 IOBase:0x0 Mem: Bxﬁﬁﬁﬁﬁﬁﬁﬁ PHV PCDPHY
Link status: 10Base-T
Hulticast Filter:
01005E-000001

4

The shell command “sap” displays the node points (Saps) which are open on the
PCD7.F655. UDP port 5050 (S-Bus UDP9 is always

Sap 32 (except PCD1.M13x, where it is Sap 16). A TCP Client connection is opened
at Sap 10 on station 172.16.1.141 at the remote port 5050.

The status is “connected”. This also shows that UDP communication on port 5050
and TCP communication on port 5050 are working simultaneously.

Connected 00:00:10 [putodetect  [115z008-N-1  [SCROLL  [CAPS [NUM  [Capturs  [Frinkecho

The shell command “arp” displays the internal ARP table for the local station. In the
example, the PC running the PG5 Online Debugger (172.16.1.140) and the remote
station (172.16.1.141) - with which there is a TCP connection on port 5050 - are
shown.

The shell command “netstat” displays the different sockets which are open

on the local station. This is always the UDP socket on port 5050

(S-Bus UDP) and the TCP socket on port 1700 (FTP Server socket for the PCD?7.
F655 firmware update). In the example, the previously addressed TCP Client socket
is still open.

“&NexnGen - HyperTerminal =10 x|
File Edit View Call Transfer Help

SAP Entries:
32: fastMbx, udp, noFrame, port=5050, timeo=-1
sock O006TEIQ: 0.0.0.0:0, udp, idle
18: slowMbx, tcpClient, noFrame, port=5850, timeo=-1
sock QOB6TEAC: 172.16.1.141:5050, connected, idle
>

>arp

Address HWAddress Flags Timer

172.16.1.140 0008C7-F9BS8A -—- 38

172.16.1.141 0850C2-0C5F1F ——- 49

>

>netstat

Active Internet connections

Proto Recu- 0 Send- 0 Local Address Foreign Address State
udp =: 0050 ==

tcp 0 0 =:1700 * % LISTEN
tcp 0 0 172.16.1.1&2:5@58 172.16.1.141:56050 ESTABLISHED

Connected 00:01:02 |Auto detect |1 15200 8-M-1 ‘SCROLL CAPS  |NUM  |Capture  |Print echo

2 [ENE
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The shell command “netstat -s“ displays precise statistics about IP, ICMP, IGMP,
TCP, and UDP telegrams. Missing telegrams can be indentified here.

>netstat -s

Ip:

8424 total packets received
with invalid header
with invalid address
forwarded
with unknown protocol
incoming packets discarded
8424 incoming packets delivered H
8390 requests sent out
0 outgoing packets dropped
dropped because of missing route
reassemblies required
packets reassembled ok
packets reassembles failed
packets fragmented ok
fragments failed
fragments created

O O O O o

O O O o o o o

Icmp:

0 messages received

0 messages received with error
Input histogram:

0 messages sent

0 messages not sent

Output histogram:

Igmp:

messages received

messages received with error

membership queries received

membership reports received

membership reports received for our groups
membership reports sent

O O O O o O

Tcp:

active opens

passive opens

embryonic connections dropped
established connections dropped
0 packets sent (0 retransmitted)
RESET packets sent

packets received

packets received with errors
duplicate ACKs

out-of-order packets

OO O wWwoRr ooo-r

Udp:

8400 packets received

35 packets to unkown port received
0 packets received with errors
8380 packets sent
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Example of a real application, consisting of three PCDs (local 192.100.100.106
and remotes 192.100.100.104 and 192.100.100.100) which communicate with one
another in S-Bus UDP (port 5050). Recording takes about one week.

>sap
SAP Entries:

32: fastMbx, udp, noFrame, port=5050, timeo=-1

sock 000680C8: 0.0.0.0:0, udp, idle

>arp
Address HWAddress Flags Timer
192.100.100.104 0050C2-4BC21D -——= 119
192.100.100.100 000D56-941547 -——= 120

>ifconfig
Network Interfaces
1o0 Local Loopback

Addr:127.0.0.1 SubNet:127.0.0.0 Bcast:127.255.255.255
UP BROADCAST RUNNING MTU:1504

RX Pkts:0 Mcast:0 Bytes:0 Errs:0 Drops:0 NoProto:0

TX Pkts:0 Mcast:0 Bytes:0 Errs:0 Drops:0

Driver:LOOPBACK

ethO Ethernet

HWaddr:0050C2-4BC6B4

Addr:192.100.100.106 SubNet:192.100.100.0

Bcast:192.100.100.255

UP BROADCAST RUNNING MULTICAST MTU:1500

RX Pkts:52921868 Mcast:

NoProto:0

TX Pkts:52846356 Mcast:

81423 Bytes:2723134990 Errs:39 Drops:0

15481 Bytes:2016432650 Errs:2 Drops:0

Driver:NET+ARM lrg:0 IOBase:0x0 Mem:0x00000000 PHY:PCDPHY

Link Status:
Multicast Filter:
01005E-000001

>netstat -b
Network message buffers

total: 126 free: 116,
Socket control blocks
total: 200 free: 198,
TCP control blocks

total: 200 free: 199,

100Base-TX

15560/196056 bytes in use
336/33600 bytes in use

212/42400 bytes in use

>netstat -s

Ip:

52851798 total packets received

28 with invalid header

207 with invalid address

0 forwarded

0 with unknown protocol

0 incoming packets discarded
52851563 incoming packets delivered
53295668 requests sent out

0 outgoing packets dropped
dropped because of missing route
reassemblies required

packets reassembled ok

packets reassembles failed
packets fragmented ok

fragments failed

fragments created

O O O o o oo
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Icmp:

Igmp:

Tcp:

Udp:

PCD7.F655 IP stack debugging via RS-232 on the PCD

191684 messages received
0 messages received with error
Input histogram:

echo reply: 4

echo request: 191680
191684 messages sent
0 messages not sent
Output histogram:

echo reply: 191680

echo request: 4

messages received

messages received with error

membership queries received

membership reports received

membership reports received for our groups
membership reports sent

O O O o o o

active opens

passive opens

embryonic connections dropped
established connections dropped
packets sent (0 retransmitted)
RESET packets sent

packets received

packets received with errors
duplicate ACKs

out-of-order packets

O O OO OO oo oo

52659652 packets received

25391 packets to unkown port received
0 packets received with errors
53103984 packets sent
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Saia-Burgess Controls AG

Programming examples

6.1

6.2

Reference to Ethernet links | Performance testing

Programming examples

Reference to Ethernet links

We have done away with any references to Ethernet literature; such a huge number

of books have been written on this topic that picking out just a few serves no purpose.

There is also a great deal of information to be found on the internet.

IANA (International Assigned Numbers Authority). Full text search of the RFC Collec-
tion, etc. http://www.iana.org

Hirschmann: For our internal tests, we mostly use industrial equipment made by
Hirschmann and have good experiences with this supplier. Their home page, with an
excellent full-text search and good manuals, can be found at:
http://www.hirschmann.com

A free Ethernet Analyzer can be found at http://www.wireshark.org. For more details,
see FAQ #100569.

Performance testing

The results are based on measurements on a separate, local network with a hub.
PCD2.M170 was used, and the PCD7.F65x was equipped with firmware version 041.
Testing was performed with S-Bus UDP communication.
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Saia-Burgess Controls AG Programming examples

Example program

Saia PCD® E stopped

A—E A: 124 S-Bus tlgs/s
i.e. 1 S-Bus telegram requires 8 ms
A—-E+B—>E A+ B: 112 + 112 = 224 S-Bus tlgs/s
A—-E+B—->E+C—>E A+ B+ C:103 + 103 +103 = 309 S-Bus tlgs/s
A—-E+B—-E+C—->E+D—>E|A+B+C+D: 86 + 85 +85 + 86 = 342 S-Bus tlgs/s
This configuration requires nearly the full bandwidth

Saia PCD® E sends S-Bus telegrams to Saia PCD® A

A—-E+B—->E+C—H>E+E—>A E: 79 S-Bus Tlgs/s
A—-E+B—-E+C—->E+D—>E+E—A E: 63 S-Bus Tlgs/s

6.3 Example program: TCP/IP Open Data Mode n

The following is a programmed example of a TCP/IP connection in Open Data Mode.
It implements a client echo server in TCP/IP. A previously initialised register is sent to
the server, which then sends it back. The client increments the register and sends the
next request.

Port
Port 0 5001
Station A Station B

Send 4 Bytes

PCD | Memory| -Bus | Gateway | Modem | Passward TCPAF | PCD | Memory| 5-Bus | Giateway | Modem | Passward  TCRAF |
- IERAP | ¥ 1cpap
IP Hode: [7& [5-PRChentPHode IP Mode: [5 [5PRICientiPNode
Padiess: 152 [ies iz [’ | Channel and Slot IPaddess  [is2.[ies | [r2”|.[re Channel and Slot
Subnet Mask: ﬁ ﬁ ﬁ |,]— = Channel 3-B1 Slot Subnet Mask: EN ESN % Channel 3-EB1 Slat
Defauk Router [12 [162 | [1z | [221 | ) Chiennel BB IS G DefautRauter.  [152 | Jiss iz |.[o2n ) Channel 6= B2Ec:
Metwork Groups Ntk Groups
7 %Bus Suppart 7 5-Bus Suppor
Station Number; [78 [5.PRJ Cliant SbusStation Station Number: [75  [5.PRJ Client SbusStation
TCRAP PGU Pt 7 TCRAPFGI Pt [7
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Example program

6.3.1 Server

Flow diagram of the server

XOB 16 Initialises Open Data Mode
Opens a TCP Server socket on port 5001
Switches to “automatic client acceptance” mode.
Waits for the connection to the client.

COBO Receives data
Sends the received data back

As an aid to clear presentation, “JR-1" steps were used for the YES/NO queries.

XOB16
RDATA? COBO

InitODM

ReceiveData

P 4

Y

DoSend T
TBSY! S
DoSend?, XCONT, TACT|,TBSY |
OpenServerTCP
SendData
DoSend |

-
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Example program

Server code listing (IL)
“JR-1" has been used for ease of presentation.

Sinclude “IPLib.inc”

$init
LD Conn_ Tout ;load timeout as unlimited
0
CSF S.IP.Library ;initialise Open Data Mode
S.IP.InitODM
GlobalFlags ;global diag. flags
ChannelReg ;for multiple channels:
;this is where you will find the n
;number of the channel in which the
;received data has been written
0 ;timeout 0 means: remains
;unlimited in mbx
STL GlobalFlags[TBSY] ;check if the transmitter is free
JR L-1

;open the TCP Server port

CSF S.IP.Library
S.IP.OpenServerTCP

Channel ;the virtual channel on which data
;1is sent and received

Local Port ;the local IP port over which the
;data is sent and received

DiagFlag ;channel diagnostic flags

DiagReg ;channel diagnostic register

Filter ;acceptance with or without a filter

Conn Tout ;connection timeout: 0 for none,

;otherwise, x seconds
RES DoSend ;trigger for transmitting
RES DoDisconnect

Sendinit
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COB

read: STH

JR

0
0

GlobalFlags [RDATA]

L. nodata

CSF HS.IP.Library

SET

nodata STH
ANH
ANL
ANL
JR

S.IP.ReceiveData
Channel

RecvIP

RecvPort
4

RecvLnth
RecvData

DoSend

DoSend
DiagFlag[XCON]
DiagFlag[TACT]
GlobalFlags [TBSY]
L nosend

CSF HS.IP.Library

RES

STH
JR

CSF

RES

S.IP.SendData
Channel
RecvIP
RecvPort

4

RecvData

DoSend

DoDisconnect
L nosend

S.IP.Library

S.IP.DisconnectTCP

Channel
RecvIP
RecvPort
DoDisconnect

nosend: ECOB

Example program

;set when a telegram arrives

;receive data

; specify number of the receive channel,

;on which the data

;arrived. For multiple channels:
;value of the channel register.
;receive data from this IP
;address

;receive data via this port

;max. supported data length

; (buffer)

;effective length of received data
;received data

;port connected (channel)

;and transmitter inactive (channel)
;and transmitter free (global)
;sending not possible

;send data

;virtual channel

;partner IP address

;partner port

;send 4 bytes

;send back the previously received
;4 bytes
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Programming examples

Server code: Variable declaration and initialisation

Example program

Group)3ymbal

| Type  ~

| AddressYalue

23

-1 roIA

-1 TESY

- roaTa
-1 TacT

-1 room

-1 D14

-] wcom

-1 NEXE

—m RemotePort
-1 GlobalFlags
-1 posend
- DiagFlag
—m Dabisconneck
-] Filker

-1 channel
-1 Local_Port
—|w_M] Conn_Touk
-1 ChannelReq
-1 DiagReqg
-1 SendReq
—m RecvPort
-1 recvLnth
—m RecvData
—E] RecvIP
—E] RerotelP

m T

F
k. Conskank
k. Constant
k. Constant
R

= Rireie s iiengiee)

Text RAaM
Text RAaM

L M = = OO

£5535
a[3]

10[5]
100

10
2001

L0 I R e e I e
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Programming examples

6.3.2 Client

Client flow diagram

Example program

XOB16 Initialises Open Data Mode
Opens a TCP Client socket at port 0
Establishes the connection to the Server on port 5001

COBO Checks data
Receives data

Increments register (counter)

Sends data

XOB16

InitODM

g

OpenClientTCP

ConnectTCP

y

DoSend 1

COBO

RDATA 1

ReceiveData

l

INC sendReg
DoSend 1

;I

<DoSend T,XCON 1,TACT | ,TBSY|

|

SendData

A 4

DoSend |

»

v
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Programming examples

Server code listing (IL)

Example program

“JR-1" und “JR-2” have been used for ease of presentation.

Sinclude
$init

LD

LD

CSF

STL
JR

CSF

STL
ANL
JR

CSF

SET

RES

Sendinit

“IPLib.inc”

SendReg
0

Conn_ Tout
0

S.IP.Library
S.IP.InitODM
GlobalFlags
ChannelReg

GlobalFlags[TBSY]

L -1

S.IP.Library

;initialise the send register

;load timeout as unlimited

;initialise Open Data Mode

;global diag. flags

;for multiple channels:

;this is where you will find the
;number of the channel in which the
;received data has been written
;timeout 0 means: remains
;unlimited in mbx

;check if the transmitter is free

;open the TCP Server port

S.IP.OpenClientTCP

Channel
Port

DiagFlag
DiagReg
Filter
Conn_ Tout

DiagFlag[TACT]

;the virtual channel on which data
;is sent and received

;the local IP port over which the
;data is sent and received

;channel diagnostic flags

;channel diagnostic register
;acceptance with or without a filter
;connection timeout: 0 for none,
;otherwise, x seconds

GlobalFlags [TBSY]

L -2

S.IP.Library

S.IP.ConnectTCP

Channel
RemotelIP
RemotePort

DoSend

DoDisconnect

;establish connection to the TCP Server

;virtual channel
;Server IP address
;Server port
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COB 0
0
read: STH GlobalFlags [RDATA]

JR L. nodata

CSF HS.IP.Library
S.IP.ReceiveData
Channel

RecvIP

RecvPort
4

RecvLnth
RecvData

SET DoSend

nodata STH DoSend
ANH DiagFlag[XCON]
ANL DiagFlag[TACT]
ANL GlobalFlags [TBSY]
JR L nosend
CSF HS.IP.Library
S.IP.SendData
Channel
RecvIP
RecvPort
4
RecvData

RES DoSend

STH DoDisconnect
JR L nosend

CSF S.IP.Library

S.IP.DisconnectTCP

Channel
RecvIP
RecvPort

RES DoDisconnect

nosend: ECOB

Example program

;set when a telegram arrives

;receive data

;specify number of the receive channel,
;on which the data arrived
;arrived. For multiple channels:
;value of the channel register.
;receive data from this IP
;address

;receive data via this port

;max. supported data length

; (buffer)

;effective length of received data
;received data

;port connected (channel)

;and transmitter inactive (channel)
;and transmitter free (global)
;sending not possible

;send data

;virtual channel

;partner IP address

;partner port

;send 4 bytes

;send back the previously received 4
;bytes

;terminate connection
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Client code: Variable declaration and initialisation

Example program

Group)Symbaol

[ Type  #

| Address iy alie

B3

-] rOIA

-] TESY

-1 roaTA
- TacT

-1 rcon

-] To1A

-] woon

- MEXE

—m RermokePort
-] GlobalFlags
-] CiagFlag
- pasend
—|:] DaDisconnect
- channel
—|:] Part

—|:] Conn_Tauk
-] ChannelReq
-] DiagReg
-] SendReg
—|:] RecvPort
-1 RecvLrth
—|:] RecvData
—El RecvIP
—E] RemotelP

M T m

K. Conskant
k. Constant
R

mmmmmm

Text RAM
Text RAM

Ly R = = OO

Soo1
0[s]
g [3]
16
100
10
5005

B L o= O
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Symbols

A Appendix

A1 Icons
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Address

A.2 Contact

Saia-Burgess Controls AG
Bahnhofstrasse 18

3280 Murten

Switzerland

Phone ..o +41 26 580 30 00
FaX...ooo +41 26 580 34 99

Email support: .....ccccoovvviiiiiiiinnn. support@saia-pcd.com
Supportsite: ... www.sbc-support.com
SBC site: ivvviiiiieeeee e www.saia-pcd.com
International Represetatives &

SBC Sales Companies: .............. www.saia-pcd.com/contact

Postal address for returns from customers of the Swiss Sales office
Saia-Burgess Controls AG

Service Aprés-Vente

Bahnhofstrasse 18 u
3280 Murten
Switzerland
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